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Abstract In this paper, we discuss Hausdorff measure
and Hausdorff dimension. We also discuss iterated
function systems (IFS) of the generalized Cantor sets and
higher dimensional fractals such as the square fractal, the
Menger sponge and the Sierpinski tetrahedron and show
the Hausdorff measures and Hausdorff dimensions of the
invariant sets for IFS of these fractals.

Keywords Hausdorff Measure, Hausdorff Dimension,
Invariant Set, Iterated Function System

1. Introduction

Any fractal has some infinitely repeating pattern. When
crating such fractal, repetition of a certain series of steps is
necessary which create that pattern. Iterated Function
System is another way of generating fractals. It is based on
taking a point or a figure and substituting it with several
other identical ones. Iterated function system represents an
extremely versatile method for conveniently generating a
wide variety of useful fractal structures [1].

In this paper, we study the Cantor set and formulate
iterated function system with probabilities of the generalized
Cantor sets and also show their invariant measures using
Markov operator and Barnsley-Hutchison multifunction [2].
We formulate iterated

function system of two dimensional the square fractal
and the three dimensional fractals such as the Menger
sponge, the Sierpinski tetrahedron. We also discuss
Hausdorff measures and Hausdorff dimensions of the
invariant sets for iterated function systems of these fractals.

The Iterated Function System is based on the application
of a series of Affine Transformations. An Affine
Transformation is a recursive transformation of the type [3]

Xo.1 a byx, e
= +
yn+l c d yn f
where @,b,¢ and d control rotation and scaling, while
e and f control linear translation.

Now we consider W, W,,... W, as a set of affine

linear transformations, and let A be the initial geometry.
Then a new geometry can be represented by

F(A) =Jw(A)

where F is known as the Barnsley-Hutchinson operator
[3, 4].
We can also define iterated function system as follows:
Let 0< B <1 Let p, P,,..., Py be points in the

plane. Let A (p)=B(p—p;)+ p;, where p:(;]

1=123,...,N. The collection of functions
{A,A,,..., A} is called an iterated function system
[5].

In Section 2, we present a brief review on Hausdorf
measure, their properties and Hausdorff dimension.
Moreover, we present Hausdorff dimension of the invariant
set for contracting maps. In Section 3, we present
Hausdorff measures and Hausdorff dimensions of the
generalized cantor sets. Hausdorff measures and Hausdorff
dimensions of the invariant sets for IFS of the generalized
cantor sets are presented in Section 4. In Section 5, we
present some examples of two dimensional fractals and
determine Hausdorff measures and Hausdorff dimensions
of the invariant sets for IFS of these fractals. In Section 6,
we present examples of Hausdorff measures and Hausdorff
dimensions of the invariant sets for IFS of three
dimensional fractals.

and
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2. Preliminaries

2.1. [6] Hausdorff Measure

Let U be any non-empty subset of the n-dimensional
Euclidean space R". The diameter of U is defined as

|U |=sup{| x-Yy|:x,yeU}.

Here we will use the Euclidean metric:

| X=y = (04 = V)2 + (X = ¥,) 2+ + (X, — Vo) )2

However, as will be shown shortly, we may use any Lp

metric. If E < R", and a collection {U.},, satisfies

the following conditions:

s )
1. Uilso foreach 1 e l;

2. Ecl._ U
then we say the collection isa o -cover of E. We may
assume the collection is always countable.
Definition 2.2. [7] Let E € R" be a Borel set with
{U.}._, a & -cover for it. Given any S>0, we define

the o -approximating s-dimensional Hausdorff measure
H5:R" > R asfollows

2(E)= inf{ilUi Uik

H forms a

S _cover for E}.

If & — 0, then we have a more succinct formula
H*(E) = lim (1(E))
5—0

gives the s-dimensional Hausdorff measure of E.
Definition 2.3. A mapping S:R" > R" is a
similarity with ratio r >0 if

|S(X)=S(y)[=rix-yl.

Definition 2.4. Let (M,d) be a metric space. A

mapping f:M — M is a contraction or contractor
with the property that there is some nonnegative real
number such that forall X and Yy in M,

d(f(x), f(y)) <kd(x,y).

The smallest such value of K is called the Lipschitz
constant of f. Contractive maps are sometimes called
Lipschitzian maps.

2.5. Properties of Hausdorff Measure

Theorem 2.5.1. (Outer Measure) The following are true
for any metric space

(i) (Null Empty set) H*(¢) = 0.
(ii) (Monotonicity) If E < F, then

H*(E) <H*(F).

(iii) (Countable Subadditivity)

o0 0

(JE)<y,

H o 5 (E,).

Proof: The proof can be found in [8].
Theorem 2.5.2. (Countable Additivity)
Let {E}2,

measurable subsets of X. Then we have

be a countable collection of disjoint HE -

o0

S(O Ei) = Z
H o = 5 (E,).

Proof: The proof can be found in [9].
Theorem 2.5.3. [7] (Scaling Property).
. n n
Let SIRT—>R be a similarity mapping, and any
A >0 such that [S(X)=S(y)I<A[x~y] for any

Xx,yeR" EeR",

' where A is the scaling factor. If
S __ 15 S
then H (S(E)_}“W (E).

Proof: Let {U,}7, be a 0— cover of E- Then

{SU)}, isa A9 cover of S(E). Thus we see that,

o0

ng(S(E)):inf{iB(Ui)F: Uk forms
Ad -cover} "

Here > |S(U) <D AU F=2 D U [
i=1 i=1 i=1
We obtain
H5(S(E)) < A H(E).

So, letting 0 — 0 gives that
HE(S(E)) < A H°(E).

Replacing A by % and E by S(E) gives the

opposite inequality, as required.
Theorem 2.5.3. [7] (Scaling Property).

. n n
Let SIRT—>R be a similarity mapping, and any
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A >0 such that 1S()=S(Y) < A[x~y] for any

n
X,yeR", where A is the scaling factor. If

E€R", yon 4 (S(E) =7, (E).

Proof: Let {U,}7, be a 0- cover of E. Then

{S(U,)}", is a A0-cover of S(E). Thus we see that,

o0

H 3 (SE) =inf>1SU)F: VI forms 2
A -cover} "
HereilS(Ui) < iMUi =2 ZOO:|Ui [
We Ol;iliin . -
H,5(S(E)) < 2 H 5 (E).
So, letting 6 — 0 gives that
H*(S(E)) < £H*(E).

1
Replacing A by 7 and E by S(E) gives the
opposite inequality, as required.

2.5.4. [7] Hausdorff Dimension

Let E be agiven set. Note that 5 (E)) decreases as

S increases. This means that 7 °(E) also decreases with

Sincreasing. If t>S and {U.} is a & -cover of E,

theneach |U,[°< 8" since |U, <3, so

DI, =300, U )

IIm&»O

1. IfﬂS(E) <% and t>s, then ﬂt(E) =0.

Proof: Equation (1) shows that

H(E)< S8 H3(E) forany positive &.

The result follows after taking limits, since
H*(E) < 0.

2. IfGHS(E)>0 and t<s, thenﬂt(E)zoo'

Proof: Equation (1) shows that
1
FW}(E) <H3(E) for any positive 5. After

t —
taking limits, we see that H (E)=oo, since

=00 and

F
lim,_,#:(E)=# (E)>0.
One immediate consequence of these observation is that
0 if s < dim,, (E)
*(E) =140 if s> dim,, (E)
finite, nonzero if s =dim (E)

Hausdorff Dimension of the Invariant set for
Contraction Maps

Let S;,S,,..., S, be contractions. A subset F of

X is called invariant for the transformation S, if

F :LNJSi(F)

In the case where S; :X — X are similarities with

Lipschitz constants L; for 1=1,2,...,N respectively,

a theorem proved by M. Hata (Theorem 10.3 of [9] and
Proposition 9.7 of [6]) allows us to calculate the Hausdorff

dimension of the invariant set for S,,S,,...,S.

<3 (U ) <8 ST
i=1 i=1

After taking the infima over all & -covers, we can easily

see that Namely, if we assume that F is an invariant set for the

H' (E) < 55 H (E) ) simil.aritif:s S.,S,,...,S, and Si(F)ﬂSj(F):qﬁ
’ ’ for 1 # ], then

Let 5 — 0. Then H'(E)— 0 if #°(E) isfinite. dim_ F =S5, where S isgivenby

Also if H'; is bounded and finite then N

> =1 )

H 3 (E) — o0, i=1

Two applications of equation (1) should be noted:
3. Hausdorff Measures and Hausdorff
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Dimensions of the Generalized
Cantor Sets

1
Let C,,; be the Cantor mlddleg set. The set C,,
o 1 .
splits into a left part (C,,5), =Cy;5MN [0,5] and a right

2
part (Cy;5)r =Cy)s ﬂ[gll]-
Clearly, both parts are geometrically similar to C,,

1
5 and C,;5 =(Cy3) U(Cyp5)r

with this union disjoint.
Thus by the scaling property we have

H*(Cpys) =H((Cys) ) + H((Cyra)r)
1Y . 1Y e
=(§) H*(Cy)5) +(§j H*(Cy)5)

(assume 0 < H*(C,,;) <o when s=dim,F)

but scaled by a ratio

Now cancelling #*(C,,;) form both sides, we have

1:(1js +(1j =1=2x3"°
3 3
521992 _ 4o

log3

1
Thus the Hausdorff dimension of the Cantor middle —
setis dim,, C,,; =0.631.

_ . 1 . 1
Since the Cantor middle § set is in R,

dim,,C,,, =0.631<1, #*(C,,;)=0.

1
Hence the Hausdorff measure of the Cantor middleg

set is zero.
Similarly, we can show that the Hausdorff dimension of

1
the Cantor middleg set is
dimH Cl,5 =0.682.
Since dim,C,,;=0.682<1, #*(C,;)=0.

We obtain the Hausdorff measure of the Cantor middle

— set is zero. In general, we can show that the

Hausdorff dimension of the Cantor middle
2m-1

(2<m< o), setis

logm
log(2m-1)°

logm <
log(2m-1)
H*(Cyyom-yy) =0 for 2<m <o,

Hence the Hausdorff measure of the generalized Cantor sets
is zero.

dim,, Cl/(Zm—l) =

Since dim,Cy 4 =

L
a 1
En —_——
0 L 2 3 2m-2 1
Zm-1 Zm-1 Zm-1 Im-1
By — — - — - = - — — - — =
1 2 3 Zm-2
] —— 1
Zm-1 2Zm-1 2m-1 Zm-1

Figure 1. Construction of the Cantor middle set as IFS

2m-1

4. Hausdorff Measures and Hausdorff
Dimensions of the Invariant Sets for
IFS of the Generalized Cantor Sets

Iterated Function System of the Generalized Cantor Sets:
Let X =[0,1]. Let (X,p) be a complete separable

metric space. If W, :X — X is a function which is

defined by
w, (X) = X +2(k_1),m22
2m-1 2m-1

1
with contracting factor L = om 1 (2<m< o) for
m

k=12,....,m then the  family
{w, :k=12,...,m} is called an iterated function
system of the generalized Cantor sets (IFSGCS) which is

respectively,

1
denoted by the Cantor middle
2m

1,(2Sm<oo) sets.

Let F be an invariant set for IFS of the Cantor middle

set. If F R, then w.(F)nw,(F)=¢ for
il F o (F)nw(F) = ¢

i#]J,and L = ! for i=12,...,m.
2m-1

Now from (2), we have
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= 3* =5=slog3=1log5

m( ! J=1:slog(2m-1):logm

2m-1 I
ogm Iog > _1.46.
== _ (2<m<x). 093
Iog (2m _1) Thus the Hausdorff dimension of the invariant set for

Thus the Hausdorff dimension of the invariant set for IFS of |5 of the box fractal isdim. B = 1.46.
the generalized Cantor sets is H

Iog m Since the box fractal is in RZ, and
dm,F=—"——,(2<m< ). .
H log (2m -1) ( ) dim B =1.46<2, #°(B)=0.
Hence the Hausdorff measures of the generalized Cantor sets Hence the Hausdorff measure of the invariant set for IFS
is zero. of the box fractal is zero.

5. Hausdorff Measures and Hausdorff
Dimensions of the Invariant Sets for
IFS of Two Dimensional Fractals

5.1. Hausdorff Measure and Dimension of the Invariant
Set for IFS of the Box Fractal

Let B be an invariant set for IFS of the box fractal
which is defined by the following

1 1 1 21
Wl(x,y)—(—x,—y), Wz(x,y)—(§><+§,§y), B,
W, (X, X, =y +—
(X, y)= (3 3y )
21
W, y) = (2 x+§§y+ %)
11 1
W (X, y) = (X+——y )
Now we have
pW (X, y), W (X', y))
= 1 —x")? 1 ERVAY: Bl(15‘lteration)
\/g(x X') +9(y y)

1 ! r
= NX=X) -y’
1 ! A
=§,0((X, y),(X,y))
It follows that W, W,, W,, W, and w; are

contractionon R? with L ==

BZ (2" Iteration)

5

1

If BSR’, then (|W,(B)=¢ and L, =5 fo
i=1

each 1=12.3.4.5. Now from (2), we have Figure 2. onstruction of the box fractal as IFS

S S S S S
l n 1 " E n E n 1 -1 5.2. Hausdorff Measure and Dimension of the Invariant
3 3 3 3 3 Set for IFS of the Square Fractal (Using the Cantor
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) 1
Middle — Set)
3

Let S be an invariant set for IFS of the square fractal
1
(using the Cantor middleg set) which is represented by the

following:
1 1 1 21

W, (X, ==X, = y Wy (X, =(—X+—,—
(X, Y) (3 3y) ,(X,Y) % 3 3w

1 1 2

W, (X, ¥)=(=X,=y+—=),
Z(XY) (3 Y 3)
21,2
3'3 3

w4(x,y>=<§x+ )

We have
PW(X, Y)Wy (X', y'))

1 n2 1 2
Z\/§(X—X) +§(V—Y)

1 , ,
= AX=X) -y’
1 / A
=3Py (X0 y)
It follows that W,;, W,, W, and W, are contraction

on R? with L=1.
3

4
If ScR? then ﬂWi(S)zgﬁ and Li:% for
=
each 1=1,2,3,4. Now from (2), we have
3G -3)-6)
—|+ =+ =+ =] =1
3 3 3 3
= 3 =4=slog3=1log4
_log4
log3

Thus the Hausdorff dimension of the invariant set for IFS of
the square fractal isdim, S =1.26.

1(1¢ Iteration)

oS =1.26.

2 (2" Iteration)

Figure 3. Construction of the square fractal (using the Cantor middle —

set) as IFS

and

Since the square fractal is in RZ,

dim,S=1.26<2,
H*(S)=0.

Hence the Hausdorff measure of the invariant set for IFS of
the square fractal is zero.

5.3. Hausdorff Measure and Dimension of the Invariant
Set for IFS of the Square Fractal (Using the Cantor

_ 1
Middle — Set)
5

Let F be an invariant set for IFS of the square fractal
which is defined by the following:

1 1 1 21
Wl(X,Y)=(gX,EY), Wz(X,y)=(gX+g,g)’),
1 1 2
W, (X, y)=(=X,=y+-),
5(%,Y) (5 Y 5)
1 4 1
W4(X,y)=(gx+g,g)0,

1 1 4
Ws (X,y) = (gX,EYWLg),

W)= (X 22y +2),
W) = (X2 )
WX Y) = (X2 Sy 4,
W(Y) = (X £ Y+ )

Now we obtain
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PW (X, Y),w, (X, y’))
\/—(x X')? tor (y—y’)2

=EJ<x—x')2 +(y-y)

=§p«x,y),(x', Y)

It follows that W, W,,W,,...,W, and W, are

1
contractionon R? with L ==,

9
If Sc R?, then ﬂWi(S)=¢ and Li:% for

i1
each 1=12,3,...,9.

Now from (2), we have
9(%} =1=5°=9=slog5=1og9

_ log9

Iog 5

Thus the Hausdorff dimension of the invariant set for
IFS of the square fractal isdim, F =1.36.

=1.36.

Since the square fractal is in Rz, and
dim, S =1.36 < 2,
H*(S) =0.

Hence the Hausdorff measure of the invariant set for IFS

of the square fractal is zero.

S

0 Sl (1% Iteration)
Emn nanm amwm
EEER EER EEE
EEN EER EEE
EER EEER EEE
EEE EEE EEE
EER EER EER
EERE EER EEE
EEER EER EEE
EEEN EER EEE

S

2 (2" Iteration)

Figure 4. Construction of the square fractal (using the Cantor middle —
set) as IFS

6. Hausdorff Measures and Hausdorff
Dimensions of the Invariant Sets for
IFS of Three Dimensional Fractals

6.1. Hausdorff Measure and Dimension of the Invariant
Set for IFS of the Menger Sponge

Let M be an invariant set for IFS of the Menger sponge
which is represented by the foIIowing:

w, (X, y,2)=@ 3Y3? j

1 1
Wy (X, ¥,2) =[§(x+1), 5y,gz],
wg(x,y,z)=(§x, %(y+1),§zj,

W, (% y.2) =[1(x+1), Lyle +1)}

1 1
W, (X, Y,2) = [ (+2, 3y, j
1
We(X,y,2) = (3x§(y+2) j

w(cy.2) =[x 3152
wg(x,y,z)=[—(x+1),—(y+2),1zj,
w(xy.2)=( 3060, 322 +2)
o(0y.2) = 2x 24022+
wn(x.y,z)=[—(x+2),—(y+1),—zj,
o(0y.2) = 30642 320D |
wlg(x,y,z){%x,§(y+2),§(z+1)}

wm(x,y,z):@(m),%(y+2),§zj,
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s (%,Y,7) =(§<x+2), %y%(uz)],
o(xy.2)=(2x 2422042

w 0uy.2)=( 0042 2425 D))
g (%, y,z)=(§(x+2), %(y+1),§(z+2)j,

Wi (X,.2) =[§(x+1), §<y+2>,§<z+2)}

W,o (X, Y,2) = [%(x +2), %(y + 2),%(2 + 2)j Now
we have
pw,(x,y,2),w (X', y", ')

1 "2 1 "2 1 2
=\/§(x—x) =Y S (2-2)

=§J<x—x')z F(y—y) +(2-7)

— 2P Y 0.(X,Y,2)

It follows that W, W,,...,W,, and W,, are
1

contractionon R® with L =§.

20
If M cR?® then ﬂVVi(M):¢ and Li:% for
i-1

each 1 =1,2,...,20. MZ(Z”rj Iteration)

Now from (2), we have Figure 5. Construction of the Menger sponge as IFS

1Y .
20- [gj =1=3"=20= slog3=1log20 6.2. Hausdorff Measure and Dimension of the Invariant
Set for IFS of the Sierpinski Tetrahedron
log 20
S= log3 =2.726. Let T be an invariant set for IFS of the Sierpinski

) ) ) ) tetrahedron which is defined by the following:
Thus the Hausdorff dimension of the invariant set for

IFS of the Menger sponge is dim ;M =2.726. Since w, (X, Y,2) :(é Y (Z_\/g)),

the Menger sponge is in RS, and 22 22 1
. Xy z
dim M =2.726 <3, w,(x,y,2)=(=, L4 |2 L2y
" Z(Y)(zz\gzzs)
H*(M)=0. wy2) (" Ly 12 1)
Hence the Hausdorff measure of the invariant set for IFS ACAD AT hall U I N =
of the Menger sponge is zero. 2 \/15 2 \/16 2 2\]/-5
W, (%, Y,2)= (5t —=, Lo )
2 J2'2 6’2 243

We have
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pWy(x,y,2), W, (X', y', 2'))

1 "2 1 n 2 1 n2
=\/2(X—X) +z(y—Y) +z(Z—Z)

=§J(x—x'>2+<y—y'>2+<z—z')2

:% p((X, ¥, X), (X y',2))

It follows that W,, W,, W, and W, are contraction on
1
R® with L==.
2

4
If T<R? then iOlwi(T)=¢ and L, 2% for
each 1 =1,2,3,4. From equation (2), we get
1 S
4-&} =1=2°=4=slog2=1log4
S= Ioﬁ =2
log 2

Thus the Hausdorff dimension of the invariant set for IFS of

the Sierpinski tetrahedron is dim T = 2.

Since the Sierpinski tetrahedron is in R3, and
dim, T =2<3,
H:(T)=0.

Hence the Hausdorff measure of the invariant set for IFS
of the Sierpinski tetrahedron is zero.

Tl (1% Iteration)

T2 (2" Iteration)

Figure 6. Construction of the Sierpinski tetrahedron as IFS

7. Conclusions

We observe that the Hausdorff dimensions of the
invariant sets for IFS of the geometric fractals are different.
But the Hausdorff measures of the invariant sets for IFS of
the geometric fractals are zero as the Hausdorff dimensions
are less than the Euclidean dimensions of the
corresponding fractals.
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Abstract Since Galois rings are the generalization of Galois fields, the question we tried to answer is: How to move from
the discrete logarithm in Galois fields to the one in Galois rings? That concept of the discrete logarithm in Galois rings is a
little bit different from the one in Galois fields. Here, the discrete logarithm of an element is the tuple, which is not the case in
Galois fields. However, thanks to the multiplicative representation of elements in Galois rings, each element o can be
uniquely represented in the form: a = (#0-#1.»%k-1): where k is a nonnegative integer, ¢ is a generator of the Galois ring
(the definition of a generator in a Galois ring will be given later o n). Then the tuple (xq, 21, - -+ ,2—1) will be c alled: the
discrete logarithm of . The notion of generators in Galois rings comes from the one in the group theory. The Knowledge of
the generators in multiplicative groups (Z/pZ)" allows, as well to determine the generators in Galois rings G R(p*, m); p is
a prime number and m is a nonnegative integer greater than or equal to two. These new concepts of discrete logarithm and
generators in Galois rings will help to securely share common information and to perform ElGamal encryption in Galois
rings.

Keywords Galois Ring, Discrete Logarithm, ElGamal Encryption

1 Introduction

The ElGamal encryption is an asymmetric scheme like RSA. It was invented by Taher ElGamal in 1984 and it is generally
based on discrete logarithm in finite groups [7]]. To build that encryption, one has to find a finite group in which it is not easy
to solve the discrete logarithm problem.

More often, people work with extensions of Galois fields Fj,(£) = Fpm, where £ is a primitive element of F,; (see [6]).
That is just because they want to increase the number of elements in the fields of characteristic p. For instance the field
Z,, (stands for Z/pZ) has only p elements whereas the field Z,(§) has p™ elements. £ is the primitive root of the minimal
polynomial of degree m and with coefficients in Z,,. See [[1] for details. One could just take the ring Z,~ because it also has
p" elements. But the problem is that it has no strucure of a field. That is why it is needed to work with field extensions of Z,
in order to performed ELGamal encryptions and to have the same number of elements (p" in this case).

In this paper, we present a new idea on how it is possible to stay in the ring Z,~ with no field structure on it and to still
have the right to perform ElGamal encryptions as well. That is mainly because the ring Z,~ and its extensions (with respect
to B-polynomials) have a structure of Galois rings.

Galois rings are the generalisation of the finite fields [[1]], in the sense that they are built from the field Z,,. They are denoted
by GR(p*,m). To construct a Galois ring GR(p", m), one can move from Z, to Z,x, which is the Galois ring GR(p*, 1),
where k is a nonnegative integer. The extensions of Galois rings are constructed using B-polynomials P of degree m. B-
polynomials are irreducible and unitary polynomials with coefficients in Z,x. One can use the Hensel lemma to have such
polynomials.

It is worth while to recall that, in a multiplicative (or additive) cyclic group G generated by an element g, any element h
in G is a power of g. For more details in finite groups, see [§]].

Thatis h = ¢g” forsome « € {0,1,---,| G | —1}. Such a z is called the discrete logarithm of 4 in basis g.

For instance in Z%, where 3 is a generator (since 1 = 3°, 2 =32, 3 = 3! 4 = 32%),

2 is the discrete logarithm of 4 in basis 3: log4(4) = 2. Likewise 3 is the discrete logarithm of 2 in basis 3: logs(2) = 3.
Even in field extensions F, (&) & Fpm = {0,&,€2,--- ,€P"~1}, where m is the degree of the extension, the finite groups
F, (&) are generated by &. [9]
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The security of ElGamal encryption schemes rely on p: for a good security, p has to be of around 1024 bits [2]. And we
claim that the security has to be better when m is larger enough.

In Galois rings, the multiplicative representation of elements allows to define the notion of discrete logarithm. Neverthe-
less, before that definition, Galois ring theory has to be briefly recalled. In this work, p is a prime number; &k, m are positive
integers greater than or equal to 2.

1.1 Basis irreducible polynomials

Lemma 1.2. Factorization in Z,[X] [5)]:

Let p be a prime number and k an integer, k > 2.

Let P be a unitary polynomial with coefficients in Z,, and such that

P = QR mod p, where Q, R € Z,|X] are two unitary and coprine polynomials.

Then there exists a unique couple (Q(k)7 R(k)) of unitary and coprime polynomials in Z,. [ X| such that:

1. P=QWRK
2. Q™ =@ mod pand R® =R mod p.

Moreover Q%) and Q have the same degree.
Likewise, R*) and R have the same degree.

Definition 1.3. Let Q) and R be two polynomials with coefficients in Z, such that :

X" —1=Q(X)R(X) where n and p are coprime.

A Hensel lifting of order k of polynomial Q is the polynomial Q™) in the couple (Q(k)7 R¥)) in the previous lemma.
When @ is irreducible and primitive, its Hensel lifting are called B-polynomials. B stands for basic (in basic polynomial).

Proposition 1.4. [5)]

Let Q € Z5[X] a factor of X*"~1 — 1.

Let Q'F) € Zoi[X] be its Hensel lifted of order k.

Set Q%) = P(X) — I(X), where P contains even degree polynomials and I contains odd degree polynomials.
Then:

QUHI(X?) = £ (P*(X) - I*(X)).
Computations are performed in Z,x[X] and signs are chosen in order to make QD) unitary.

Example 1.5.
X - 1=(X+X+ D)X+ X2+ 1)(X - 1).

SetQ=QW =X3+ X241 1€2, [X] and let us compute its Hensel lifting of order 3 using the previous proposition:

P (X)=(X*+1) mod?2, I;(X)=(-X*) mod 2,
(P(X))® = (X*+2X2+1) mod 4, (I,(X))*=X® mod 4.

And
Q¥ (X?) = (X°®—X*-2X?-1) mod4=(X°+3X"+2X?+3) mod 4.

It follows that the Hensel lifting of order 2 of the polynomial () is
QP (X)=(X*+3X?+2X +3) mod 4.
Similarly, to compute Q). it has to be splited into two parts as well.
Py(X) = (3X*+3) mod4, I, = [-(X*+2X)] mod 4.

(P(X))* = (X* +2X% +1) mod 8, ([o(X))? = (X®+4X* +4X?) mod 8.
Then
Q¥ (X?) = (X®+3X*+2X2+7) mod 8.
Which amounts to
Q¥W(X)=(X*+3X?+2X +7) mod 8.
Which is the Hensel lifting of order 3 of the polynomial Q.

X4+ 2X3 +7X? +5X + 1 is the Hensel lifting of (X® + X? +1) (X — 1).
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So there is y € A such that 1 = zy.

Then z is an invertible element in A.

If m, is not surjective, then m,, is not injective since A is finite.

Therefore ker(m,) # {0}.

So there is z € ker(m,) such that z # 0; which means that 2z = 0.

Then x is a zero divisor in A. O

Proposition 4.2. The invertible elements in Galois rings GR(p*, m) are of the form:
g@osmi s Tho1) ypith g £ —
Proof. Let o = (%10 5-1) ¢ GR(p*, m). Then

a=E"pt o+ P = p (€ T p A 1PN,

is a zero divisor in GR(p*, m). When 2y # — in the tuple (¢, 1, -+ ,2,_1), then a cannot be a zero divisor.
So it is invertible.
For all invertible element ov = £(*0:*1,%k-1) in GR(p*, m), x( has to be different from —. O

5 Discrete logarithm problem in Galois rings

Definition 5.1. Let GR(p*, m) be a Galois ring in which & in a root of the B-polynomial

which generates T*; T is a Teichmiiller set.

The discrete logarithm problem (DLP) in Galois rings is the problem of finding the tuple

(20,1, ,oh_1) € {—,0,1,--- ,p™ — 2}* such that

o = @i zh1) for g given v in GR(pF, m).

In other words, it is the problem of finding the discrete logarithm of a given o in GR(p*, m) in the basis ¢.

It is difficult to compute the discrete logarithm x; of £** in the multiplicative group IF,,(§)*:
knowing as the discrete logarithm problem in finite groups. See [3]
So, moving from additive representations of elements in Galois rings to multiplicative representations is very difficult, since
it is exactly the problem of solving discrete logarithm problem in some multiplicative groups IF,,(§)*; p prime of around 1024
bits. See [4] for more details.

6 Keys exchange

The following key exchange method is based on the Diffie-Hellman key exchange.
Let denoted by G' a Galois ring GR(p*, m); T a Techmiiller set. 7* = (£).

Alice and Bob want to safely share a common key.

Alice chooses a tuple X = (xq, 1, ,2_1)in {—,0,1,---  p™ — 2}k,

X is her private key.

She computes her public key A = ¢X € G, and sends the coordinates (in the additive form) of A: (£%0,£%1 ... ¢¥k-1) to
Bob.

Set (€% )gaich1 = (E70, €71, -+ €5 1) = (i) gcjcp1 = O

(03)g<i<p_q is the additive form of (£¥0, &%, ... [ £7x1),

On his side, Bob does the same. He chooses a tuple Y = (yo, %1, -+ ,yr_1)in {—, 0,1, ,p™ — 2}*.

Y is his private key.

He computes his public key B = ¢ € G, and sends the coordinates (in the additive form) of B: (Y0, €Y1 ... gVk—1) =
(Bi)o<ick_1 = B to Alice.

Therefore Alice and Bob now have the same key K = ¢ Z,
where Z = (20,21, -+, 26—1) € {—,0,1,---  p™ — 2}F,

Explanation:
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When Alice receives 3, she computes 8% = (87%) ., ;-

ﬁX = ((5‘%)%)099—1 = ((gwi)yi)ogigk—l :

vi e {0,1,--- ,k — 1}, x;y; is computed modulo p™ — 1.
(%X is the tuple which represents the coordinates of K.
After receiving Alice’s public key, Bob does exactly the same computations as Alice did.

Y _ Yi
He computes o™ = (" )g<;<p_1-

which is the coordinates of K.

An eavesdropper who sees « and 3 of the additive form, will have difficulties to recover X and Y.
That is because it is an instance of the discrete logarithm problem in Galois rings GR(p*, m).

The same process is also applied in Galois rings Z,x.

Table 1. Diffie Helman key exchange in Galois rings GR (p¥; m)

Alice GR(pK;m) Bob
Private key: X ——— = X Private key: Y
X=(X0;X1; - ;Xk_1) Ve— ——— | Y=(Yoiy1;--- Yk 1)
y X y X _ x Y x Y

6.1 Example

Example 6.2. Alice and Bob want to use the Galois ring GR(23,2) to share common key.

Alice chooses (5, 6,3) and computes:

A =¢£0:63) — €5 4 266 4 92¢3 and sends to Bob the coordinates of A, (€°, €6, €3) in their additive forms:
(262 +TE+T, €2 + 364+ 2, 5E2 + 66 + 1).

Bob chooses (3,4,6) and computes:
B = £B46) — €3 4 9¢4 4 9266 nd sends to Alice the coordinates of B, (€3,€%,£5) in their additive forms:
(562 + 66 + 1,762+ 7€ +5,£2 4+ 36 + 2).

When Alice receives (562 + 6¢ + 1, 762 + 76 + 5, €2 + 3¢ + 2), she computes
((552 +66+1)°, (T2 +76+5)° (2 43¢ + 2)3),-
which is equal to ({, £3, 54). It is the element 5(1’3*4).

Likewise, When Bob receives (2{2 +TEHT, 2 +36+2, 562 +6¢ + 1), he computes
(e +76+7)° (€ +36+2)", (52 + 66 +1)°);

which is equal to («5, £3, 54).

So their common key is €134,

Example 6.3. Alice and Bob want to use the Galois ring Zss to share common key.

Alice chooses (2, 3) and computes:
A =323 =324 3% x5 =442 x 5= 14 and sends to Bob the coordinates of 14: (3%,3%) in their additive forms: (4,2).

Bob chooses (3,2) and computes:
B =332 =33 132x5=2+4x5 = 22 and sends to Alice the coordinates of 22: (3%, 32) in their additive forms: (2, 4).

When Alice receives (2, 4), she computes (22,43) mod 5;
which is equal to (4,4). It is the element = 4 + 4 x 5 = 24.
Likewise, When Bob receives (4,2), he computes

(43,2%) mod 5 = (4,4);
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which is equal to 4 + 4 x 5 = 24.
So their common key is 24.

7 ElGamal encryption in Galois rings

The concept of ElGamal encryption can be transfered from finite fields F,(¢) to Galois rings G R(p*, m).

Alice (A) and Bob (B) want to use ElGamal encryption in Galois rings.
Public parameters: A Galois ring G R(p*, m); a basis ¢.

1) A chooses a random tuple X, = (g, x1, - ,2p_1)in {—,0,1,---, p™ — 2}* such that zo # —.
X, is the private key of A.

2) A computes K, = ¢X« in GR(p*, m) and broadcasts it.
K, is the public key of A.

3) B wants to send a message M to A.
M is assumed to be an element in GR(p*, m).
B picks a random tuple Y = (yo, 1, - ,Yx—_1) in {—,0,1,--- ,p™ — 2}¥ such that yo # —.
B sends the cipher text C' = [5Y, M- KY } to A in the additive form.
Y is the Bob’s puplic key.

4) A receives C and A can recover the message M because of the following computations:

MY (@) = ) (@)

-1
= M- (X)) ((gxa)y)
= M.
(EX"')Y is invertible since xo # — and 3o # —.
And the second equality holds because (sX a ) Y= (sy) Xa,

Example 7.1. In the Galois ring GR(22,2), €2 + ¢+ 1= 0.
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses X, = (2,1);
2) K, = €20 = 4 2¢;

3) B is about to send a message M1 = & and My =1+ & to A.
B picks a random'Y = (1,2) and sends Cy = [€¥, My - K) | and Cy = [€¥, M - KY ] 10 A.
SY _ 5(1,2) _ g 4 252;
Y _ (eXa\Y _ (¢2 (1.2) _ 42 2
Ky = (&%) =(&+2) 7 =£+2

M- KY =¢(+28)=¢+288=1+2=3,
Then Cy = [¢ + 2¢%,3].

My - KY =(1+8)(€2+26%) =& +282 + & +28 =32 + 3.
Then Cy = [€ + 262,362 + 3].

4) A receives Cy, Cy and computes My - KY - ((fy)xa)71 and M - KY - ((fY)X“)
(g + 252)Xa — (§+ 2&2)(271) _ 52 + 262 — (gY)Xa.

43
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A computes the inverse a + b€ of (fy)Xa :

1= (€2+2¢2) (a+bg) (14 &) (a+bE)

= a+ (a+ b)¢ + be?

a+ (a+b)E +b(3 + 3¢)

a+3b+ (a+4b)¢

Then a = 0 and b = 3. So the inverse of €2 + 2¢? is 3€.
Finally, the messages were My = 3 x (3£) = &.
And My = (362 +3)(3¢) =83 + ¢ =1+ ¢

Example 7.2. In the Galois ring Z72, choose for example g = 3.
And a generator of Zip2 is b =311 =3+ 3 x 7 =24
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses X, = (4,3);
2) K, =3"3) =34 433 x T=4+46x 7= 46

3) B wants to send a message M = 45 to A.
B picks a random'Y = (2,5) and sends C = [3¥, M - K| 10 A.
3Y =325 =32 135 x7=2+4+5x%x7=3T;
KY = (46)Y =424 65 x7=32433x7=2+6x7=44.

M - KY =45 x 44 mod 49 = 20. Then C' = [37,20].

~1
4) A receives C and computes M - KY - ((by)X")

BN = (3243 x 7)Y =32 4 BT =246xT7=44
A computes the inverse of 44 and finds 39:
Finally, the message was M = 20 x 39 = 45.

8 Conclusion

In this paper, it is explained how one can use Galois rings to perform ElGamal encryption through the concept of the
discrete logarithm and the generators. That encryption is based on the Diffie-Hellman key exchange and it was made possible
thanks to Teichmiiller sets. With such sets, the multiplicative representation of elements in Galois rings (GR(pk , m)) allows
to express each element @ € GR(pF,m) in the form: a = ¢@o:®152k) where (xg,1,--- ,x) is called the discrete
logarithm of o in the basis e = ¢1:1*+1)_ which is a generator of the Galois ring (GR(p*, m)).
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