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Abstract  In this paper, we discuss Hausdorff measure 
and Hausdorff dimension. We also discuss iterated 
function systems (IFS) of the generalized Cantor sets and 
higher dimensional fractals such as the square fractal, the 
Menger sponge and the Sierpinski tetrahedron and show 
the Hausdorff measures and Hausdorff dimensions of the 
invariant sets for IFS of these fractals.  

Keywords  Hausdorff Measure, Hausdorff Dimension, 
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1. Introduction
Any fractal has some infinitely repeating pattern. When 

crating such fractal, repetition of a certain series of steps is 
necessary which create that pattern. Iterated Function 
System is another way of generating fractals. It is based on 
taking a point or a figure and substituting it with several 
other identical ones. Iterated function system represents an 
extremely versatile method for conveniently generating a 
wide variety of useful fractal structures [1].  

In this paper, we study the Cantor set and formulate 
iterated function system with probabilities of the generalized 
Cantor sets and also show their invariant measures using 
Markov operator and Barnsley-Hutchison multifunction [2]. 
We formulate iterated  

function system of two dimensional the square fractal 
and the three dimensional fractals such as the Menger 
sponge, the Sierpinski tetrahedron. We also discuss 
Hausdorff measures and Hausdorff dimensions of the 
invariant sets for iterated function systems of these fractals. 

The Iterated Function System is based on the application 
of a series of Affine Transformations. An Affine 
Transformation is a recursive transformation of the type [3] 
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where cba ,,  and d control rotation and scaling, while
e  and f control linear translation.

Now we consider Nwww ,, 21  as a set of affine 

linear transformations, and let A  be the initial geometry.
Then a new geometry can be represented by
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=

where F  is known as the Barnsley-Hutchinson operator
[3, 4]. 

We can also define iterated function system as follows: 
Let .10 << β  Let Nppp ,,, 21   be points in the 

plane. Let ,)()( iii ppppA +−= β  where 








=

y
x

p
 

and .,,3,2,1 Ni =  The collection of functions

},,,{ 21 NAAA   is called an iterated function system
[5]. 

In Section 2, we present a brief review on Hausdorf 
measure, their properties and Hausdorff dimension. 
Moreover, we present Hausdorff dimension of the invariant 
set for contracting maps. In Section 3, we present 
Hausdorff measures and Hausdorff dimensions of the 
generalized cantor sets. Hausdorff measures and Hausdorff 
dimensions of the invariant sets for IFS of the generalized 
cantor sets are presented in Section 4. In Section 5, we 
present some examples of two dimensional fractals and 
determine Hausdorff measures and Hausdorff dimensions 
of the invariant sets for IFS of these fractals. In Section 6, 
we present examples of Hausdorff measures and Hausdorff 
dimensions of the invariant sets for IFS of three 
dimensional fractals. 



26 Hausdorff Measures and Hausdorff Dimensions of the Invariant Sets for Iterated Function Systems of Geometric Fractals  
 

 

2. Preliminaries 

2.1. [6] Hausdorff Measure 

Let U  be any non-empty subset of the n-dimensional 

Euclidean space .nR  The diameter of U  is defined as  
}.,|:sup{||:| UyxyxU ∈−=  

Here we will use the Euclidean metric:  
.))()()((|:| 2/122

22
2

11 nn yxyxyxyx −++−+−=− 

 However, as will be shown shortly, we may use any pL  

metric. If ,nE R⊆  and a collection IiiU ∈}{  satisfies 
the following conditions: 

1. δ≤|| iU  for each ;Ii∈  

2. ,
 Ii iUE

∈
⊆  

then we say the collection is a δ -cover of .E  We may 
assume the collection is always countable. 

Definition 2.2. [7] Let nE R∈  be a Borel set with 

IiiU ∈}{  a δ -cover for it. Given any ,0>s  we define 

the δ -approximating s-dimensional Hausdorff measure 

H RR →ns :δ  as follows 

H
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s UUE ∈

∞
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1
δ

 forms a 

δ -cover for }.E  
If ,0→δ  then we have a more succinct formula 

H =)(Es

0
lim
→δ

(H ))(Es
δ  

gives the s-dimensional Hausdorff measure of .E  
Definition 2.3. A mapping nnS RR →:  is a 

similarity with ratio 0>r  if  

.|||)()(| yxrySxS −=−  

Definition 2.4. Let ),( dM  be a metric space. A 

mapping MMf →:  is a contraction or contractor 
with the property that there is some nonnegative real 
number such that for all x  and y  in ,M   

).,())(),(( yxkdyfxfd ≤  
The smallest such value of k  is called the Lipschitz 

constant of .f  Contractive maps are sometimes called 
Lipschitzian maps. 

2.5. Properties of Hausdorff Measure 

Theorem 2.5.1. (Outer Measure) The following are true 
for any metric space 

(i) (Null Empty set) H .0)( =φs  

(ii) (Monotonicity) If ,FE ⊆ then 

H ≤)(Es H ).(Fs  

(iii) (Countable Subadditivity) 

H
∑
∞

=

∞

=

≤
11

)(
ii

i
s E


H ).( i
s E  

Proof: The proof can be found in [8]. 
Theorem 2.5.2. (Countable Additivity) 

 Let ∞
=1}{ iiE  be a countable collection of disjoint H s –

measurable subsets of .X  Then we have 
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Proof: The proof can be found in [9]. 
Theorem 2.5.3. [7] (Scaling Property). 

Let 
nnS RR →:  be a similarity mapping, and any 

0>λ  such that |||)()(| yxySxS −≤− λ  for any 
,, nyx R∈  where λ  is the scaling factor. If ,nE R∈  

then  H
ss ES λ=)(( H ).(Es

 

Proof: Let ∞
=1}{ iiU  be a −δ cover of .E Then 

∞
=1)}({ iiUS  is a λδ -cover of ).(ES  Thus we see that, 

given :0>s  
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We obtain  

H ss ES λλδ ≤))(( H ).(Es
δ  

So, letting 0→δ  gives that  

H ss ES λ≤))(( H ).(Es  

Replacing λ  by 
λ
1

 and E  by )(ES  gives the 

opposite inequality, as required. 
Theorem 2.5.3. [7] (Scaling Property).  

Let 
nnS RR →:  be a similarity mapping, and any 
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So, letting 0→δ  gives that  

H ss ES λ≤))(( H ).(Es  

Replacing λ  by 
1
λ

 and E  by )(ES  gives the 

opposite inequality, as required.  

2.5.4. [7] Hausdorff Dimension 

Let E  be a given set. Note that H ))(Es
δ  decreases as 

s  increases. This means that H )(Es  also decreases with 

s increasing. If st >  and }{ iU  is a δ -cover of ,E  

then each  stst
iU −− ≤ δ||  since ,|| δ≤iU  so  
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After taking the infima over all δ -covers, we can easily 
see that  

H stt E −≤ δδ )( H )(Es
δ               (1) 

Let .0→δ  Then  H 0)( →Et
δ  if H )(Es  is finite. 

Also if H t
δ  is bounded and finite then  

H .)( ∞→Es
δ  

Two applications of equation (1) should be noted: 

1. If H ∞<)(Es
 and ,st >  then H .0)( =Et

 

Proof: Equation (1) shows that  

 H stt E −≤ δδ )( H )(Es
δ  for any positive .δ   

The result follows after taking limits, since 

H .)( ∞<Es  

2. If H 0)( >Es
 and ,st <  then H .)( ∞=Et

 

Proof: Equation (1) shows that 
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taking limits, we see that H ,)( ∞=Et
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One immediate consequence of these observation is that  
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Hausdorff Dimension of the Invariant set for 
Contraction Maps 

Let NSSS ,,, 21  be contractions. A subset F  of 
X  is called invariant for the transformation iS  if  



N

i
i FSF

1

)(
=

=
 

In the case where XXSi →:  are similarities with 

Lipschitz constants iL  for Ni ,,2,1 =  respectively, 
a theorem proved by M. Hata (Theorem 10.3 of [9] and 
Proposition 9.7 of [6]) allows us to calculate the Hausdorff 
dimension of the invariant set for .,,, 21 NSSS   

Namely, if we assume that F  is an invariant set for the 
similarities NSSS ,,, 21   and φ=∩ )()( FSFS ji  

for ,ji ≠  then  

,dim sFH =  where s  is given by 

∑
=

=
N

i

s
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1
.1                      (2) 

3. Hausdorff Measures and Hausdorff 
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Dimensions of the Generalized 
Cantor Sets 

Let 3/1C  be the Cantor middle
3
1

 set. The set 3/1C  

splits into a left part ]
3
1,0[)( 3/13/1 CC L =  and a right 

part ].1,
3
2[)( 3/13/1 CC R =  

Clearly, both parts are geometrically similar to 3/1C  

but scaled by a ratio 
3
1

 and RL CCC )()( 3/13/13/1 =  

with this union disjoint.   
Thus by the scaling property we have  
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Thus the Hausdorff dimension of the Cantor middle
3
1

 

set is .631.0dim 3/1 =CH  

Since the Cantor middle
3
1

 set is in ,1R

,1631.0dim 3/1 <=CH   H .0)( 3/1 =Cs  

Hence the Hausdorff measure of the Cantor middle
3
1

 

set is zero. 
Similarly, we can show that the Hausdorff dimension of 

the Cantor middle
5
1

 set is  

.682.0dim 5/1 =CH  

Since ,1682.0dim 5/1 <=CH  H .0)( 5/1 =Cs
  

We obtain the Hausdorff measure of the Cantor middle

5
1

 set is zero. In general, we can show that the 

Hausdorff dimension of the Cantor middle
12

1
−m

),2( ∞<≤ m  set is 

.
)12(log
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)12(log
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H 0)( )12/(1 =−m
s C  for .2 ∞<≤ m  

Hence the Hausdorff measure of the generalized Cantor sets 
is zero.  

 

Figure 1.  Construction of the Cantor middle
12

1
−m

set as IFS 

4. Hausdorff Measures and Hausdorff 
Dimensions of the Invariant Sets for 
IFS of the Generalized Cantor Sets 

Iterated Function System of the Generalized Cantor Sets: 
Let ].1,0[=X  Let ),( ρX  be a complete separable 

metric space. If XXwk →:  is a function which is 
defined by  

2,
12
)1(2

12
)( ≥

−
−

+
−

= m
m
k

m
xxwk  

with contracting factor )2(,
12

1
∞<≤

−
= m

m
L for 

mk ,,2,1 =  respectively, then the family 

},,2,1:{ mkwk =  is called an iterated function 
system of the generalized Cantor sets (IFSGCS) which is 

denoted by the Cantor middle )2(,
12

1
∞<≤

−
m

m
 sets. 

Let F  be an invariant set for IFS of the Cantor middle

12
1
−m

set. If ,R⊆F  then φ=∩ )()( FwFw ji  for 

,ji ≠  and 
12

1
−

=
m

Li  for .,,2,1 mi =   
Now from (2), we have 
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Thus the Hausdorff dimension of the invariant set for IFS of 
the generalized Cantor sets is 

).2(,
)12(log

logdim ∞<≤
−

= m
m
mFH  

Hence the Hausdorff measures of the generalized Cantor sets 
is zero.  
5. Hausdorff Measures and Hausdorff 

Dimensions of the Invariant Sets for 
IFS of Two Dimensional Fractals 

5.1. Hausdorff Measure and Dimension of the Invariant 
Set for IFS of the Box Fractal 

Let B be an invariant set for IFS of the box fractal 
which is defined by the following 
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Thus the Hausdorff dimension of the invariant set for 

IFS of the box fractal is .46.1dim =BH  

Since the box fractal is in ,2R  and 

,246.1dim <=BH  H .0)( =Bs  

Hence the Hausdorff measure of the invariant set for IFS 
of the box fractal is zero.  

 

0B  

 

1B (1st Iteration) 

    

2B (2nd Iteration) 

Figure 2.  onstruction of the box fractal as IFS 

5.2. Hausdorff Measure and Dimension of the Invariant 
Set for IFS of the Square Fractal (Using the Cantor 
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Set) 

Let S be an invariant set for IFS of the square fractal 

(using the Cantor middle
3
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set) which is represented by the 

following:  
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Thus the Hausdorff dimension of the invariant set for IFS of 
the square fractal is .26.1dim =SH  

 

       0S
         1S (1st Iteration) 

 

2S (2nd Iteration) 

Figure 3.  Construction of the square fractal (using the Cantor middle
3
1

set) as IFS 

Since the square fractal is in ,2R  and 

,226.1dim <=SH  

H .0)( =Ss  

Hence the Hausdorff measure of the invariant set for IFS of 
the square fractal is zero. 

5.3. Hausdorff Measure and Dimension of the Invariant 
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Figure 5.  Construction of the Menger sponge as IFS 

6.2. Hausdorff Measure and Dimension of the Invariant 
Set for IFS of the Sierpinski Tetrahedron 
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Hence the Hausdorff measure of the invariant set for IFS 
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Figure 6.  Construction of the Sierpinski tetrahedron as IFS 

 
7. Conclusions 

We observe that the Hausdorff dimensions of the 
invariant sets for IFS of the geometric fractals are different. 
But the Hausdorff measures of the invariant sets for IFS of 
the geometric fractals are zero as the Hausdorff dimensions 
are less than the Euclidean dimensions of the 
corresponding fractals. 
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Abstract Since Galois rings are the generalization of Galois fields, the question we tried to answer is: How to move from 
the discrete logarithm in Galois fields to the one in Galois rings? That concept of the discrete logarithm in Galois rings is a 
little bit different from the one in Galois fields. Here, the discrete logarithm of an element is the tuple, which is not the case in 
Galois fields. However, thanks to the multiplicative representation of elements in Galois rings, each element α can be 
uniquely represented in the form: α = ε(x0,x1,··· ,xk−1); where k is a nonnegative integer, ε is a generator of the Galois ring 
(the definition of a  generator in a Galois ring will be given later o n). Then the tuple (x0, x1, · · ·  , xk−1) will be c alled: the 
discrete logarithm of α. The notion of generators in Galois rings comes from the one in the group theory. The Knowledge of
the generators in multiplicative groups (Z/pZ)∗ allows, as well to determine the generators in Galois rings GR(pk, m); p is 
a prime number and m is a nonnegative integer greater than or equal to two. These new concepts of discrete logarithm and 
generators in Galois rings will help to securely share common information and to perform ElGamal encryption in Galois 
rings.

Keywords Galois Ring, Discrete Logarithm, ElGamal Encryption

1 Introduction
The ElGamal encryption is an asymmetric scheme like RSA. It was invented by Taher ElGamal in 1984 and it is generally

based on discrete logarithm in finite groups [7]. To build that encryption, one has to find a finite group in which it is not easy
to solve the discrete logarithm problem.

More often, people work with extensions of Galois fields Fp(ξ) ∼= Fpm , where ξ is a primitive element of Fp; (see [6]).
That is just because they want to increase the number of elements in the fields of characteristic p. For instance the field
Zp (stands for Z/pZ) has only p elements whereas the field Zp(ξ) has pm elements. ξ is the primitive root of the minimal
polynomial of degree m and with coefficients in Zp. See [1] for details. One could just take the ring Zpm because it also has
pm elements. But the problem is that it has no strucure of a field. That is why it is needed to work with field extensions of Zp

in order to performed ELGamal encryptions and to have the same number of elements (pm in this case).
In this paper, we present a new idea on how it is possible to stay in the ring Zpm with no field structure on it and to still

have the right to perform ElGamal encryptions as well. That is mainly because the ring Zpm and its extensions (with respect
to B-polynomials) have a structure of Galois rings.

Galois rings are the generalisation of the finite fields [1], in the sense that they are built from the field Zp. They are denoted
by GR(pk,m). To construct a Galois ring GR(pk,m), one can move from Zp to Zpk , which is the Galois ring GR(pk, 1),
where k is a nonnegative integer. The extensions of Galois rings are constructed using B-polynomials P of degree m. B-
polynomials are irreducible and unitary polynomials with coefficients in Zpk . One can use the Hensel lemma to have such
polynomials.

It is worth while to recall that, in a multiplicative (or additive) cyclic group G generated by an element g, any element h
in G is a power of g. For more details in finite groups, see [8].
That is h = gx for some x ∈ {0, 1, · · · , | G | −1}. Such a x is called the discrete logarithm of h in basis g.
For instance in Z∗

5, where 3 is a generator (since 1 = 30, 2 = 33, 3 = 31, 4 = 32),
2 is the discrete logarithm of 4 in basis 3: log3(4) = 2. Likewise 3 is the discrete logarithm of 2 in basis 3: log3(2) = 3.
Even in field extensions Fp(ξ) ∼= Fpm = {0, ξ, ξ2, · · · , ξpm−1}, where m is the degree of the extension, the finite groups
Fp(ξ)

× are generated by ξ. [9]



Mathematics and Statistics 6(3): 34-45, 2018 35

The security of ElGamal encryption schemes rely on p: for a good security, p has to be of around 1024 bits [2]. And we
claim that the security has to be better when m is larger enough.

In Galois rings, the multiplicative representation of elements allows to define the notion of discrete logarithm. Neverthe-
less, before that definition, Galois ring theory has to be briefly recalled. In this work, p is a prime number; k,m are positive
integers greater than or equal to 2.

1.1 Basis irreducible polynomials
Lemma 1.2. Factorization in Zpk [X] [5]:
Let p be a prime number and k an integer, k ≥ 2.
Let P be a unitary polynomial with coefficients in Zpk , and such that
P ≡ QR mod p, where Q,R ∈ Zp[X] are two unitary and coprine polynomials.
Then there exists a unique couple

(
Q(k), R(k)

)
of unitary and coprime polynomials in Zpk [X] such that:

1. P = Q(k)R(k)

2. Q(k) ≡ Q mod p and R(k) ≡ R mod p.

Moreover Q(k) and Q have the same degree.
Likewise, R(k) and R have the same degree.

Definition 1.3. Let Q and R be two polynomials with coefficients in Zp such that :
Xn − 1 = Q(X)R(X) where n and p are coprime.
A Hensel lifting of order k of polynomial Q is the polynomial Q(k) in the couple (Q(k), R(k)) in the previous lemma.
When Q is irreducible and primitive, its Hensel lifting are called B-polynomials. B stands for basic (in basic polynomial).

Proposition 1.4. [5]
Let Q ∈ Z2[X] a factor of X2m−1 − 1.
Let Q(k) ∈ Z2k [X] be its Hensel lifted of order k.
Set Q(k) = P (X)− I(X), where P contains even degree polynomials and I contains odd degree polynomials.
Then:

Q(k+1)(X2) = ±
(
P 2(X)− I2(X)

)
.

Computations are performed in Zpk [X] and signs are chosen in order to make Q(k+1) unitary.

Example 1.5.
X7 − 1 = (X3 +X + 1)(X3 +X2 + 1)(X − 1).

Set Q = Q(1) = X3 +X2 + 1 ∈ Z2[X] and let us compute its Hensel lifting of order 3 using the previous proposition:

P1(X) =
(
X2 + 1

)
mod 2, I1(X) =

(
−X3

)
mod 2,

(P1(X))
2
=
(
X4 + 2X2 + 1

)
mod 4, (I1(X))

2
= X6 mod 4.

And
Q(2)

(
X2
)
=
(
X6 −X4 − 2X2 − 1

)
mod 4 =

(
X6 + 3X4 + 2X2 + 3

)
mod 4.

It follows that the Hensel lifting of order 2 of the polynomial Q is

Q(2)(X) =
(
X3 + 3X2 + 2X + 3

)
mod 4.

Similarly, to compute Q(3), it has to be splited into two parts as well.

P2(X) =
(
3X2 + 3

)
mod 4, I2 =

[
−(X3 + 2X)

]
mod 4.

(P2(X))
2
=
(
X4 + 2X2 + 1

)
mod 8, (I2(X))2 =

(
X6 + 4X4 + 4X2

)
mod 8.

Then
Q(3)

(
X2
)
=
(
X6 + 3X4 + 2X2 + 7

)
mod 8.

Which amounts to
Q(3)(X) =

(
X3 + 3X2 + 2X + 7

)
mod 8.

Which is the Hensel lifting of order 3 of the polynomial Q.

X4 + 2X3 + 7X2 + 5X + 1 is the Hensel lifting of
(
X3 +X2 + 1

)
(X − 1).













Mathematics and Statistics 6(3): 34-45, 2018 41

So there is y ∈ A such that 1 = xy.
Then x is an invertible element in A.
If mx is not surjective, then mx is not injective since A is finite.
Therefore ker(mx) 6= {0}.
So there is z ∈ ker(mx) such that z 6= 0; which means that xz = 0.
Then x is a zero divisor in A.

Proposition 4.2. The invertible elements in Galois rings GR(pk,m) are of the form:

ξ(x0,x1,··· ,xk−1), with x0 6= −.

Proof. Let α = ξ(−,x1,··· ,xk−1) ∈ GR(pk,m). Then

α = ξx1p+ · · ·+ ξxk−1pk−1 = p
(
ξx1 + ξx2p+ · · ·+ ξxk−1pk−2

)
,

is a zero divisor in GR(pk,m). When x0 6= − in the tuple (x0, x1, · · · , xk−1), then α cannot be a zero divisor.
So it is invertible.
For all invertible element α = ξ(x0,x1,··· ,xk−1) in GR(pk,m), x0 has to be different from −.

5 Discrete logarithm problem in Galois rings
Definition 5.1. Let GR(pk,m) be a Galois ring in which ξ in a root of the B-polynomial
which generates T ∗; T is a Teichmüller set.
The discrete logarithm problem (DLP) in Galois rings is the problem of finding the tuple
(x0, x1, · · · , xk−1) ∈ {−, 0, 1, · · · , pm − 2}k such that
α = ξ(x0,x1,··· ,xk−1) for a given α in GR(pk,m).
In other words, it is the problem of finding the discrete logarithm of a given α in GR(pk,m) in the basis ε.

It is difficult to compute the discrete logarithm xi of ξxi in the multiplicative group Fp(ξ)
×:

knowing as the discrete logarithm problem in finite groups. See [3]
So, moving from additive representations of elements in Galois rings to multiplicative representations is very difficult, since
it is exactly the problem of solving discrete logarithm problem in some multiplicative groups Fp(ξ)

×; p prime of around 1024
bits. See [4] for more details.

6 Keys exchange
The following key exchange method is based on the Diffie-Hellman key exchange.

Let denoted by G a Galois ring GR(pk,m); T a Techmüller set. T ∗ = 〈ξ〉.

Alice and Bob want to safely share a common key.

Alice chooses a tuple X = (x0, x1, · · · , xk−1) in {−, 0, 1, · · · , pm − 2}k.
X is her private key.
She computes her public key A = ξX ∈ G, and sends the coordinates (in the additive form) of A: (ξx0 , ξx1 , · · · , ξxk−1) to
Bob.

Set (ξxi)0≤i≤k−1 = (ξx0 , ξx1 , · · · , ξxk−1) = (αi)0≤i≤k−1 = α.
(αi)0≤i≤k−1 is the additive form of (ξx0 , ξx1 , · · · , ξxk−1).

On his side, Bob does the same. He chooses a tuple Y = (y0, y1, · · · , yk−1) in {−, 0, 1, · · · , pm − 2}k.
Y is his private key.
He computes his public key B = ξY ∈ G, and sends the coordinates (in the additive form) of B: (ξy0 , ξy1 , · · · , ξyk−1) =
(βi)0≤i≤k−1 = β to Alice.

Therefore Alice and Bob now have the same key K = ξZ ,
where Z = (z0, z1, · · · , zk−1) ∈ {−, 0, 1, · · · , pm − 2}k.

Explanation:
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When Alice receives β, she computes βX = (βxi
i )0≤i≤k−1.

βX = ((ξyi)
xi)0≤i≤k−1 = ((ξxi)

yi)0≤i≤k−1 .

∀i ∈ {0, 1, · · · , k − 1}, xiyi is computed modulo pm − 1.
βX is the tuple which represents the coordinates of K.
After receiving Alice’s public key, Bob does exactly the same computations as Alice did.
He computes αY = (αyi

i )0≤i≤k−1.

αY = ((ξxi)
yi)0≤i≤k−1 = ((ξyi)

xi)0≤i≤k−1 ,

which is the coordinates of K.

An eavesdropper who sees α and β of the additive form, will have difficulties to recover X and Y .
That is because it is an instance of the discrete logarithm problem in Galois rings GR(pk,m).

The same process is also applied in Galois rings Zpk .

Table 1. Diffie Helman key exchange in Galois rings GR (pk ; m )

Alice GR (pk ; m ) Bob
Private key: X −−− −→ � X Private key: Y

X=(x0 ; x1 ; · · · ; x k � 1 ) � Y ←− −−− Y=(y0 ; y1 ; · · · ; yk � 1 )
�
� Y � X �

� Y � X =
�
� X � Y �

� X � Y

6.1 Example
Example 6.2. Alice and Bob want to use the Galois ring GR(23, 2) to share common key.
Alice chooses (5, 6, 3) and computes:
A = ξ(5,6,3) = ξ5 + 2ξ6 + 22ξ3 and sends to Bob the coordinates of A, (ξ5, ξ6, ξ3) in their additive forms:
(2ξ2 + 7ξ + 7, ξ2 + 3ξ + 2, 5ξ2 + 6ξ + 1).

Bob chooses (3, 4, 6) and computes:
B = ξ(3,4,6) = ξ3 + 2ξ4 + 22ξ6 and sends to Alice the coordinates of B, (ξ3, ξ4, ξ6) in their additive forms:
(5ξ2 + 6ξ + 1, 7ξ2 + 7ξ + 5, ξ2 + 3ξ + 2).

When Alice receives (5ξ2 + 6ξ + 1, 7ξ2 + 7ξ + 5, ξ2 + 3ξ + 2), she computes((
5ξ2 + 6ξ + 1

)5
,
(
7ξ2 + 7ξ + 5

)6
,
(
ξ2 + 3ξ + 2

)3)
;

which is equal to
(
ξ, ξ3, ξ4

)
. It is the element ξ(1,3,4).

Likewise, When Bob receives
(
2ξ2 + 7ξ + 7, ξ2 + 3ξ + 2, 5ξ2 + 6ξ + 1

)
, he computes((

2ξ2 + 7ξ + 7
)3
,
(
ξ2 + 3ξ + 2

)4
,
(
5ξ2 + 6ξ + 1

)6)
;

which is equal to
(
ξ, ξ3, ξ4

)
.

So their common key is ξ(1,3,4).

Example 6.3. Alice and Bob want to use the Galois ring Z25 to share common key.
Alice chooses (2, 3) and computes:
A = 3(2,3) = 32 + 33 × 5 = 4 + 2× 5 = 14 and sends to Bob the coordinates of 14: (32, 33) in their additive forms: (4, 2).

Bob chooses (3, 2) and computes:
B = 3(3,2) = 33 +32× 5 = 2+4× 5 = 22 and sends to Alice the coordinates of 22: (33, 32) in their additive forms: (2, 4).

When Alice receives (2, 4), she computes (22, 43) mod 5;
which is equal to (4, 4). It is the element = 4 + 4× 5 = 24.
Likewise, When Bob receives (4, 2), he computes
(43, 22) mod 5 = (4, 4);
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which is equal to 4 + 4× 5 = 24.
So their common key is 24.

7 ElGamal encryption in Galois rings

The concept of ElGamal encryption can be transfered from finite fields Fp(ξ) to Galois rings GR(pk,m).

Alice (A) and Bob (B) want to use ElGamal encryption in Galois rings.
Public parameters: A Galois ring GR(pk,m); a basis ε.

1) A chooses a random tuple Xa = (x0, x1, · · · , xk−1) in {−, 0, 1, · · · , pm − 2}k such that x0 6= −.
Xa is the private key of A.

2) A computes Ka = εXa in GR(pk,m) and broadcasts it.
Ka is the public key of A.

3) B wants to send a message M to A.
M is assumed to be an element in GR(pk,m).
B picks a random tuple Y = (y0, y1, · · · , yk−1) in {−, 0, 1, · · · , pm − 2}k such that y0 6= −.
B sends the cipher text C =

[
εY ,M ·KY

a

]
to A in the additive form.

εY is the Bob’s puplic key.

4) A receives C and A can recover the message M because of the following computations:

M ·KY
a ·
((
εY
)Xa

)−1

= M ·
(
εXa

)Y · ((εY )Xa
)−1

= M ·
(
εXa

)Y · ((εXa
)Y )−1

= M.

(
εXa

)Y
is invertible since x0 6= − and y0 6= −.

And the second equality holds because
(
εXa

)Y
=
(
εY
)Xa .

Example 7.1. In the Galois ring GR(22, 2), ξ2 + ξ + 1 = 0.
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses Xa = (2, 1);

2) Ka = ξ(2,1) = ξ2 + 2ξ;

3) B is about to send a message M1 = ξ and M2 = 1 + ξ to A.
B picks a random Y = (1, 2) and sends C1 =

[
ξY ,M1 ·KY

a

]
and C2 =

[
ξY ,M2 ·KY

a

]
to A.

ξY = ξ(1,2) = ξ + 2ξ2;
KY

a =
(
ξXa

)Y
=
(
ξ2 + 2ξ

)(1,2)
= ξ2 + 2ξ2

M1 ·KY
a = ξ

(
ξ2 + 2ξ2

)
= ξ3 + 2ξ3 = 1 + 2 = 3.

Then C1 =
[
ξ + 2ξ2, 3

]
.

M2 ·KY
a = (1 + ξ)

(
ξ2 + 2ξ2

)
= ξ2 + 2ξ2 + ξ3 + 2ξ3 = 3ξ2 + 3.

Then C2 =
[
ξ + 2ξ2, 3ξ2 + 3

]
.

4) A receives C1, C2 and computes M1 ·KY
a ·
((
ξY
)Xa

)−1

and M2 ·KY
a ·
((
ξY
)Xa

)−1

.(
ξ + 2ξ2

)Xa
=
(
ξ + 2ξ2

)(2,1)
= ξ2 + 2ξ2 =

(
ξY
)Xa .
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A computes the inverse a+ bξ of
(
ξY
)Xa :

1 =
(
ξ2 + 2ξ2

)
(a+ bξ) = (1 + ξ)(a+ bξ)

= a+ (a+ b)ξ + bξ2

= a+ (a+ b)ξ + b(3 + 3ξ)

= a+ 3b+ (a+ 4b)ξ

Then a = 0 and b = 3. So the inverse of ξ2 + 2ξ2 is 3ξ.
Finally, the messages were M1 = 3× (3ξ) = ξ.
And M2 = (3ξ2 + 3)(3ξ) = ξ3 + ξ = 1 + ξ.

Example 7.2. In the Galois ring Z72 , choose for example g = 3.
And a generator of Z72 is b = 3(1,1) = 3 + 3× 7 = 24.
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses Xa = (4, 3);

2) Ka = 3(4,3) = 34 + 33 × 7 = 4 + 6× 7 = 46;

3) B wants to send a message M = 45 to A.
B picks a random Y = (2, 5) and sends C =

[
3Y ,M ·KY

a

]
to A.

3Y = 3(2,5) = 32 + 35 × 7 = 2 + 5× 7 = 37;
KY

a = (46)
Y
= 42 + 65 × 7 = 32 + 33 × 7 = 2 + 6× 7 = 44.

M ·KY
a = 45× 44 mod 49 = 20. Then C = [37, 20].

4) A receives C and computes M ·KY
a ·
((
bY
)Xa

)−1

(37)
Xa =

(
32 + 35 × 7

)(4,3)
= 32 + 33 × 7 = 2 + 6× 7 = 44.

A computes the inverse of 44 and finds 39:
Finally, the message was M = 20× 39 = 45.

8 Conclusion
In this paper, it is explained how one can use Galois rings to perform ElGamal encryption through the concept of the

discrete logarithm and the generators. That encryption is based on the Diffie-Hellman key exchange and it was made possible
thanks to Teichmüller sets. With such sets, the multiplicative representation of elements in Galois rings

(
GR(pk,m)

)
allows

to express each element α ∈ GR(pk,m) in the form: α = ξ(x0,x1,··· ,xk), where (x0, x1, · · · , xk) is called the discrete
logarithm of α in the basis ε = ξ(1,1,··· ,1), which is a generator of the Galois ring

(
GR(pk,m)

)
.
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