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Abstract Pharmacovigilance involves detecting,
assessing, understanding, and preventing adverse drug
reactions (ADRs). Causality assessment, crucial in this
process, determines the likelihood of a drug causing an
adverse event (AE), influencing clinical decisions. The
WHO-UMC system is the most widely used causality
assessment tool. Automated methods enhance efficiency
and accuracy but require high-quality data and expert
validation. The objectives of the study were to develop and
validate an automated ADR causality assessment algorithm
and improve pharmacovigilance by reducing manual
workload and enhancing data accuracy. In 2024, web-
based software was developed to automate ADR causality
assessment using the WHO-UMC system. It recorded
patient data, temporal relationships, and
dechallenge/rechallenge outcomes. The database included
user roles, ADR assessments, and acknowledgment
tracking to enhance pharmacovigilance training.
Pharmacists, the largest participant group, played a key role
in ADR assessment due to their pharmacological expertise.
Nurses, as frontline caregivers, provided insights into real-
time usability, while doctors, though fewer, evaluated
clinical relevance. The tool received positive feedback for
its intuitive interface, with a mean System Usability Scale
(SUS). It achieved 90% concordance with expert
assessments, demonstrating high validity. Sensitivity

(92%), specificity (88%), and Positive Predictive Value
(91%) confirmed accuracy. Automation significantly
reduced assessment time from 11 to 3 minutes. The
automated ADR assessment tool showed strong usability,
validity, and time-saving benefits.

Keywords Pharmacovigilance, Causality Assessment,
Adverse Drug Reactions (ADRs), WHO-UMC Method,
Automation

1. Introduction

1.1. Background

Pharmacovigilance, as per World Health Organization,
is defined as "the science and activities relating to the
detection, assessment, understanding, and prevention of
adverse events or any other drug-related problems” [1].
Causality ~ assessment, an  integral  part  of
pharmacovigilance, involves determining a causal
relationship between a drug and an observed adverse event
(AE). This process evaluates the likelihood that a specific
treatment is responsible for an AE, which is critical in
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clinical practice as it helps identify the culprit drug,
potentially saving lives or preventing further harm to
patients [2]. However, the presence of polypharmacy often
complicates the identification of the offending drug. Thus,
accurate causality assessment directly impacts clinical
decisions regarding the continuation or discontinuation of
suspected drugs.

Causality assessments are conducted by clinicians,
pharmaceutical industry professionals, academicians, and
regulatory authorities across various scenarios, including
clinical trials [3]. Most of the causality evaluation methods
or tools adhere to four fundamental criteria for adverse drug
reaction (ADR) diagnosis: (i) The temporal relationship of
the drug to the reaction, (ii) Biological plausibility, (iii)
Dechallenge, and (iv) Rechallenge [4].

The identification and evaluation of potential ADR
signals require thorough human review of individual case
safety reports (ICSRs) from spontaneous reporting systems
(SRSs), with causality assessment being a crucial
component of ICSR evaluation [5]. The WHO-UMC
approach, developed by the Uppsala Monitoring Centre, is
the most widely accepted method for causality assessment.
This system evaluates causality based on temporal
relationship, biological plausibility, clinical-
pharmacological factors, and the quality of documentation,
categorizing cases into six levels:  “certain,"
"probable/likely," "possible,” "unlikely," "conditional/
unclassified," and "unassessable/unclassifiable™ [2].

The WHO-UMC method integrates essential criteria
such as laboratory test results, dechallenge and rechallenge
outcomes, and the drug’s known pharmacological
properties, while also considering alternative explanations
for ADRs. Automated causality assessment has emerged as
a promising tool for improving the efficiency and accuracy
of pharmacovigilance. However, its reliability depends on
high-quality data, expert knowledge, and rigorous
validation to mitigate biases and errors. Healthcare
providers often perform informal causality assessments at
the individual level to guide therapy recommendations,
while regulatory agencies use these evaluations for signal
detection and risk-benefit analysis of drugs [6]. It is
important to note that no single causality assessment tool is
universally acknowledged as the gold standard [7]. Hence,
determining the relationship between a drug and an event
remains a challenging yet essential aspect of documenting
ADRs [8].

1.2. Objectives

1. To design, develop, validate, and implement an
automated algorithm for ADR Causality Assessment.

2. To enhance pharmacovigilance by providing a handy
tool for efficient ADR causality assessments,
reducing manual workload, and improving data
accuracy.
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2. Materials and Methods

In 2024, web-based software was designed, developed,
and validated to automate the causal evaluation of adverse
drug reactions (ADRs). The development process included
the incorporation of crucial characteristics derived from
current causality assessment systems, such as the WHO-
UMC system. The software included components for
recording patient information, temporal relationships,
dechallenge and rechallenge outcomes, and alternate
interpretations. The software was designed to produce
standardized outputs in accordance with the WHO-UMC
categories  (“certain,"”  “probable/likely,"  "possible,"
"unlikely," "conditional/unclassified," and "unassessable/
unclassifiable™).

The methodology for this study included the creation and
implementation of an Adverse Drug Reaction (ADR)
Causality Assessment Web Application to improve
pharmacovigilance training. The application was designed
with a strong technology stack, which included React.js for
a dynamic and responsive frontend, Codelgniter and PHP
for backend functionality, and MySQL for database
management. Authentication was secured using JSON
Web Tokens (JWT), and the application was hosted on a
Windows server with Git/GitHub version control. The
database design had three main tables: the Users Table,
which stored user  credentials  and roles
(Student/Faculty/Admin), the Assessments Table, which
logged ADR submissions and faculty feedback, and the
Acknowledgments Table, which tracked approvals and
generated acknowledgment reports.

In addition to the software design, the input data fields
required for the ADR causality assessment include patient
demographics, suspected medication details, onset and
duration of ADR, dechallenge and rechallenge outcomes,
relevant laboratory values, and any alternative clinical
explanations. In order to ensure real-time testing of the
developed software in clinical settings, the study was
carried out at KLE's Dr. Prabhakar Kore Hospital and
Medical Research Centre, Belagavi, a tertiary care teaching
hospital.

The application method was designed to provide a
seamless and interactive experience for students and
faculty (Refer to Figures 1 (a) and (b)). Students could log
in, fill out ADR assessment forms with patient information,
drug information, and ADR descriptions, and then use the
WHO-UMC causality criteria. Submissions were logged,
and accepted cases received acknowledgment reports that
could be shared and downloaded. Faculty members
examined entries using a dedicated dashboard, accepting or
rejecting them based on authenticity and accuracy, and
provided optional feedback. Approved assessments
generated automatic acknowledgments and notifications to
students (Refer to Figures 2 and 3).
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Figure 3. Admin dashboard of the web-based application

3. Results

The developed tool
https://kleadrcausality.in.

A total of 115 healthcare professionals participated in the
study, including pharmacists, nurses, and doctors.
Pharmacists constituted the majority of participants,
followed by nurses and doctors (Refer to Table 1).

can be accessed from

Table 1. Distribution of the study participants by professional category
(N=115)
Category Number of Participants (n) | Percentage (%)
Pharmacists 60 52.17
Nurses 35 30.43
Doctors 20 17.39
Total 115 100.00

Pharmacists constituted the largest participant group,
reflecting their key role in ADR reporting and
pharmaceutical care. Their expertise in pharmacology was
valuable in evaluating the tool’s efficiency in streamlining
causality assessments. Nurses, as frontline healthcare
providers, play a crucial role in ADR detection, and their
feedback provided insights into the tool’s practicality in
real-time clinical scenarios. Doctors, though the smallest
group, contributed essential perspectives on the tool’s
clinical relevance and integration into medical practice. All
participants had over a year of ADR reporting experience,
ensuring informed evaluations. Qualitative feedback
highlighted the tool’s intuitive interface, ease of navigation,
and logical visual layout. Participants noted that the
software is user-friendly, simplifies ADR assessments, and
requires minimal learning time. These insights reinforce
the tool’s potential to enhance pharmacovigilance efforts
while maintaining accuracy and accessibility for healthcare

professionals.

3.1. Usability Assessment

3.1.1. System Usability Scale (SUS) Scores

The usability of the tool was assessed using the System
Usability Scale (SUS) [9], a widely recognized metric for
evaluating software user-friendliness. The mean SUS score
across all participants was 75, indicating a high level of
usability. Given that a SUS score above 68 is generally
considered above average, the findings suggest that most
participants found the tool intuitive and easy to use. This
high usability score supports the tool’s potential for
seamless integration into clinical workflows. A comparison
of usability scores among different healthcare professionals
revealed minor variations in how each group perceived the
software’s ease of use.

Pharmacists provided the highest usability rating,
followed by Nurses and doctors (Refer to Table 2).

3.2. Feedback on Software Interface and Navigation

Participants provided qualitative feedback on the
software’s interface and navigation, emphasizing its user-
friendliness, ease of use, and well-structured design. Many
noted that the intuitive layout facilitated seamless
navigation, enabling quick adoption without extensive
training. The logical visual structure minimized confusion
and errors during ADR assessments. While overall
feedback was positive, some participants suggested
enhancements to improve usability, such as adding tooltips
and a tutorial for first-time users. These improvements
could further streamline the assessment process and
enhance the learning curve for new users, making the tool
even more accessible to healthcare professionals.
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3.3. Validity Results

3.3.1. Concordance Analysis

One of the primary objectives of this study was to
evaluate the validity of the software by assessing its
accuracy in matching expert panel assessments of ADR
causality. The results demonstrated a high degree of
concordance, with 90% agreement between the software’s
outputs and expert evaluations. This strong alignment
suggests that the tool is highly reliable in categorizing
ADRs in a manner consistent with human experts,
reinforcing its potential for clinical application.

3.3.2. Sensitivity, Specificity, and Positive Predictive
Value (PPV)

The validity of the software was further assessed using
sensitivity, specificity, and positive predictive value (PPV)
to determine its ability to correctly classify ADR cases
while minimizing false classifications (Refer to Table 3).
The sensitivity of the software was 92%, indicating that it
successfully identified 92% of true ADR cases. This high
sensitivity is essential for preventing false negatives and
ensuring that ADRs are not overlooked. The specificity of
the software was 88%, demonstrating its effectiveness in
correctly classifying non-ADR cases and minimizing false

positives. This is particularly important in avoiding
unnecessary interventions for patients mistakenly
identified as having ADRs. The positive predictive value
(PPV) of the software was 91%, meaning that when the tool
classified a case as an ADR, it was correct 91% of the time.
This reinforces its reliability in accurately identifying true
ADR cases while reducing erroneous classifications.

3.4. Discrepancies in Outputs

Despite the high overall concordance, discrepancies
were observed in 10% of cases where the software’s
assessments differed from expert panel evaluations. These
discrepancies were primarily noted in cases involving
polypharmacy and insufficient patient history. ADR cases
with multiple suspected drugs posed challenges for the
software, likely due to the complexity of determining
which specific drug or combination of drugs was
responsible for the reaction. Additionally, in cases where
clinical data was incomplete or ambiguous, the software
struggled to make accurate causality assessments. These
findings suggest that while the tool performs well in
standard scenarios, its accuracy may be compromised in
complex cases involving multiple medications or
insufficient clinical histories.

Table 2. System Usability questions and summary of responses (N=115)

SUS Questionnaire Strongly | Disagree Neutral Agree | Strongly
Disagree n (%) n (%) n (%) agree
n (%) n (%)
I think that I would like to use this system frequently 02 (1.7) 05 (4.3) 10 (8.7) |45(39.1) |53 (46.1)
| found the system unnecessarily complex 50 (43.5) | 40(34.8) | 15(13.0) | 07 (6.1) | 03 (2.6)
| thought the system was easy to use 01(0.9) 04 (3.5) 12 (10.4) |50 (43.5) | 48 (41.7)
I think that | would need the support of a technical person to be able to use 55 (47.8) | 35(30.4) | 15(13.0) | 07 (6.1) | 03 (2.6)
this system
| found the various functions in this system were well integrated 03 (2.6) 06 (5.2) 15 (13.0) |50 (43.5) | 41 (35.7)
I thought there was too much inconsistency in this system 52 (45.2) | 38(33.0) | 15(13.0) | 07 (6.1) | 03 (2.6)
| would imagine that most people would learn to use this system very quickly | 02 (1.7) 05 (4.3) 10 (8.7) |50 (43.5) | 48 (41.7)
| found the system very cumbersome to use 50 (43.5) | 40(34.8) | 15(13.0) | 07 (6.1) | 03 (2.6)
| felt very confident using the system 01 (0.9) 05 (4.3) 12 (10.4) |52 (45.2) | 45 (39.1)
I needed to learn a lot of things before | could get going with this system 55 (47.8) | 35(30.4) | 15(13.0) | 07 (6.1) | 03 (2.6)
Table 3. Sensitivity, Specificity, and Positive Predictive Value (PPV) of the Software
METRIC VALUE (%)
Sensitivity 92
Specificity 88
Positive Predictive Value 91
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3.5. Accuracy Analysis

The agreement between the software’s classifications
and pre-validated ground truth ADR cases was 88%,
indicating strong overall accuracy. Furthermore, the
Cohen’s kappa coefficient of 0.82 suggests a high level of
inter-rater reliability, meaning that the software’s outputs
are closely aligned with expert assessments. This high level
of agreement provides confidence in the consistency and
dependability of the tool for ADR causality assessment.

3.6. Time Analysis

A Kkey advantage of the automated ADR causality
assessment tool was its ability to significantly reduce the
time required for ADR evaluations. On average,
participants completed an ADR assessment in 3 minutes
using the software, compared to 11 minutes for a manual
assessment. This substantial reduction in assessment time
highlights the tool’s potential for improving workflow
efficiency in clinical settings, allowing healthcare
professionals to focus on other critical patient care
activities while maintaining accuracy in ADR reporting.

3.7. Error Analysis and Limitations

3.7.1. Summary of Errors

While the software demonstrated high accuracy, some
limitations were observed, primarily stemming from
specific types of cases and data dependencies. The most
common source of error was incomplete or ambiguous data,
where missing or unclear clinical information often
resulted in misclassifications. Polypharmacy cases also
posed a challenge, as the software found it difficult to
accurately assign causality when multiple medications
were involved. Another key limitation was the tool’s
reliance on user-entered data. Since the software's accuracy
depended heavily on the quality of input data, any errors in
data entry could directly impact the correctness of the tool’s
assessments.

3.7.2. Specific Scenarios of Struggle

Certain clinical situations posed greater difficulty for the
software, particularly polypharmacy cases and rare or
atypical ADR presentations. The software exhibited lower
accuracy when multiple drugs were involved, as it
struggled to determine which medication was responsible
for the reaction. Additionally, the tool was less effective in
identifying ADRs with rare or atypical manifestations, as
predefined criteria and algorithms may not have accounted
for all possible variations in clinical presentation.

3.8. Qualitative Feedback

Despite these limitations, participants provided largely
positive feedback regarding the software’s impact on
clinical practice. Many healthcare professionals praised the
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tool for significantly reducing their workload by
automating ADR causality assessments, allowing them to
allocate more time to other critical tasks. Additionally, the
software streamlined the assessment process, enabling
quick and efficient ADR classification without the need for
extensive manual analysis. To further improve the tool,
participants suggested integrating a drug database for
automatic cross-referencing of medication information and
enhancing its ability to handle complex ADR cases,
particularly those involving polypharmacy and atypical
reactions. These modifications could further optimize the
tool’s performance and broaden its applicability in diverse
clinical settings.

The software was used to process an example case in
order to demonstrate how the tool works in practical
applications. A patient was evaluated after administration
of Methotrexate and developed a rash in the mouth and
lower lip. The software used the WHO-UMC criteria to
classify the case as Probable/Likely based on the
documented timing, the dechallenge outcome, and the lack
of alternative likely explanations. The tool's dependability
was demonstrated by the outcome matching the expert
panel's evaluation. Additionally, the software generated a
downloadable acknowledgment report and recorded the
evaluation statistics in the dashboard for further review.
Both  customized acknowledgment reports and
comprehensive statistics outputs are generated by the
software. The administrator dashboard is the main way to
access these functions. ADR assessments are categorized
by the system using the WHO-UMC causality criteria,
which include "certain," "probable/likely," "possible," and
others. In addition, it offers real-time statistics based on
student contributions by department and class, allowing
faculty to efficiently monitor engagement and performance.
Additionally, the dashboard shows frequently reported
medications, which aid in spotting common ADR patterns
in various clinical domains. By providing guidance for
focused treatments and improving training in ADR
identification and reporting, these capabilities not only
assist data-driven pharmacovigilance but also function as
an important teaching tool.

4. Discussion

The automated ADR causality assessment tool
demonstrated strong reliability, aligning well with expert
evaluations while significantly reducing the time required
for assessments. Its user-friendly interface and structured
workflow contributed to a positive user experience, making
it accessible to various healthcare professionals, including
pharmacists, nurses, and doctors.

A study in China by Gao Z et al., [10] introduced an
Automatic Causality Assessment (ACA) model, which
predicts ADR causality by learning from expert evaluations.
It features interactive visualization using a parallel
coordinates-based technique, allowing efficient ADR data
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exploration. Additionally, a warning signal helps experts
filter and prioritize reports, enhancing assessment
efficiency while maintaining human expertise. Conversely,
our study focuses on pharmacovigilance training through a
web-based ADR Causality Assessment Tool. This platform
enables students to submit ADR assessments using the
WHO-UMC causality criteria. Faculty members review
submissions via a dedicated dashboard, verifying
authenticity before approval. Approved assessments
generate acknowledgment reports and notifications, with
options for faculty feedback. While both methods leverage
technology for ADR assessment, the ACA model
emphasizes large-scale automation, whereas our web
application enhances educational training by providing a
structured system for developing assessment skills and
improving pharmacovigilance expertise.

The Python-based console application introduced in the
study by Kumar MB et al., [11] focuses on automating the
Naranjo Algorithm, a widely recognized tool for ADR
Causality assessment. This tool simplifies the manual
scoring process by gathering user input, verifying
responses, and calculating a final score to classify ADRs
ranging from "Unlikely" to "Definite". Its key advantages
include ease of wuse, broad accessibility, and
straightforward implementation. Developed in Python and
compiled using Notepad on a Windows 11 system, the
application provides a fast, automated alternative to manual
assessments, minimizing human error and enhancing
consistency in ADR evaluations.

In contrast, the web-based software presented in our
study offers a more interactive and comprehensive
platform for ADR causality assessment, incorporating the
WHO-UMC framework. Beyond supporting ADR
evaluations, it serves as a valuable training tool for
pharmacovigilance  professionals. The  platform
standardizes assessment outcomes based on WHO-UMC
categories such as "certain," "probable/likely," "possible,"
"unlikely," "conditional/unclassified," and
"unassessable/unclassifiable." Unlike the simpler scoring
tool, this system features a modern technology stack,
including React.js for an interactive user interface,
Codelgniter and PHP for backend processing, and MySQL
for database management. It enables real-time data storage,
assessment tracking, and feedback, making it a more robust
and scalable solution for both ADR evaluation and training.

In another study by Muslimah Ithnin et al. [12], they
developed mobile applications utilizing validated
assessment tools for ADR evaluation. These applications,
titled "Adverse Drug Reaction Causality," "Adverse Drug
Reaction  Severity,” and "Adverse Drug Rxn
Preventability," were designed to assist healthcare
professionals in ADR assessment. To evaluate the usability
of these apps, a survey was conducted using the System
Usability Scale (SUS). Among the 26 healthcare
professionals who participated, 73.1% (19) were
physicians, 23.1% (6) were nurses, and 3.8% (1) was a
pharmacist. The average SUS score recorded was 70.9,

indicating favorable usability. In contrast, our study
engaged 115 healthcare professionals, with pharmacists
constituting the largest group of participants, followed by
nurses and physicians. Notably, the mean SUS score in our
study exceeded 75, reflecting a higher level of usability.

Tom Northardt [13] in his study introduced a Bayesian
signal detection model leveraging analytic combinatorics
to enhance adverse drug reaction (ADR) screening. This
algorithm effectively addresses two prevalent challenges in
ADR detection: misreported data and unreported data. The
model mitigates these issues by employing a Poisson
clutter model to handle misreported ADRs and
incorporating a probability of detection (pd) parameter to
account for unreported ADRs. Compared to the algorithm
implemented in our web-based application, Northardt’s
method represents a significant advancement as it
effectively integrates mechanisms for detecting missing
ADR reports and filtering out false ADR signals. This
refined approach ensures a more robust and accurate ADR
detection process.

Several other causality assessment tools are available,
such as the Roussel Uclaf Causality Assessment Method
(RUCAM), which is frequently utilized [14, 15]. This
method consists of a 10-item survey that evaluates key
parameters such as the timing of drug exposure in relation
to ADR onset, the presence of alternative explanations, and
laboratory test results. The final score categorizes the
causality assessment from "definite” to "unlikely,"
indicating the likelihood of a causal relationship between
the drug and the ADR. However, RUCAM is primarily
designed for assessing causality in hepatotoxic drug
reactions, limiting its broader applicability. In contrast, our
web-based application offers a more versatile approach by
evaluating causality based on temporal relationships
between drug administration and ADR occurrence,
extending its use beyond hepatotoxic drugs to other
medications used in clinical practice. A significant
limitation of the RUCAM method is its inability to account
for wvarious factors that may influence the causal
relationship between medications and hepatic injury. It
does not adequately consider the potential contribution of
other agents or underlying causes to an ADR, which is a
crucial aspect of comprehensive causality assessment. In
contrast, our study places a strong emphasis on biological
plausibility as a key criterion to differentiate between
"probable" and "possible™ ADRs, ensuring a more nuanced
and thorough evaluation.

Another notable tool is the Liverpool ADR Causality
Assessment Instrument, developed by Gallagher et al. [16].
Unlike traditional scoring-based methods, this instrument
follows a streamlined flowchart approach, making
causality assessment faster and more intuitive. It comprises
a 9-item questionnaire that examines alternative causes,
diagnostic test results, and the temporal association
between drug exposure and ADR onset. The final outcome
represents the probability of a causal link between the drug
and the ADR. Similar to our study, the tool developed by
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Gallagher et al. [16] was validated internally rather than
independently. However their scale requires additional
validation and expert assurance of outcomes.

Johannes Mouton et al.,, [17] conducted a study
comparing the interrater agreement of the Liverpool ADR
Causality Assessment Tool (LCAT) with that of the World
Health Organization-Uppsala Monitoring Centre (WHO-
UMC) system for standardized case causality assessment.
Their findings indicated that the pairwise unweighted
Cohen’s kappa for the WHO-UMC system ranged from
0.33 to 1.0, while for LCAT, it varied between 0.094 and
0.71. In contrast, our study yielded a Cohen’s kappa
coefficient of 0.82, demonstrating a high degree of inter-
rater reliability. This suggests that the software's
assessments closely correspond with expert evaluations,
reinforcing confidence in its consistency and reliability for
ADR causality assessment.

Despite these methodological differences, the various
tools play a vital role in enhancing the accuracy and
efficiency of ADR assessment. Their distinct approaches
illustrate how automation and interactive technologies can
significantly  improve pharmacovigilance practices,
making ADR detection and evaluation more reliable and
effective.

5. Conclusions

The automated ADR causality assessment tool
demonstrated strong usability and validity, with high
concordance with expert panel assessments, robust
sensitivity and specificity, and significant time-saving
benefits. However, challenges related to polypharmacy,
incomplete data, and rare ADR cases were identified.
Feedback from participants suggests that with further
refinement, such as the addition of a drug database and
improved handling of complex scenarios, the tool could
become even more effective and widely applicable in
clinical practice. Despite some limitations, the software
presents a promising approach to automating ADR
causality assessments, reducing clinician workload, and
improving patient safety. Further validation in diverse
clinical settings will help refine its capabilities and expand
its practical application.
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