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Abstract  As communication errors change in the 
dynamic properties of the protection relay and control 
system, the preset relay tripping time is no longer 
applicable. To ensure reliable operations and avoid any 
problem linked to grid stability, the impact of these errors 
on the transient characteristics of the power system must be 
investigated. To investigate the impact, a very simple and 
effective scheme based on an Ethernet communication 
network is proposed in this paper. The scheme relies on 
Inverse definite minimum time (IDMT) digital 
over-current relay which has two added functions, one is 
for phasor estimation and the other is for detecting the 
delays in tripping time. First, the IDMT over-current relay 
is fed by fundamental amplitude from the phasor estimator 
through an Ethernet-based network. Next, the delay that 
arises due to the insufficient allocation of bandwidth or 
noise is detected and measured by the detection function. 
Finally, to evaluate the impact of the communication errors 
on tripping time and consequently, on the transient 
characteristics of the power system, a test system 
consisting of a plant and two sources is simulated and 
analyzed using MATLAB software in combination with 
True-Time software. The results show that impact of these 
errors is dramatic and cannot be ignored especially when 
insufficient bandwidth is allocated. 

Keywords  Digital Relay, Fault Clearing Time, Phasor 
Estimation, Transient Stability 

1. Introduction
The occurrence of faults in electric power transmission 

networks can cause transient in both medium and high 
voltage networks. This transient is typically a three-phase 
positive sequence signal which tends to diverge both of 
generator rotor speed and voltage phase angle. The 
amplitude of voltage does not have a growing tendency 
except for the cases of shedding large loads or leading 
power factor tripping. Protective relay systems should be 
able to distinguish between a dynamic, but stable power 
swing and an actual fault.  

To prevent any undesirable tripping signals during short 
circuits or transient phenomena, under-voltage protection 
relays are often configured so they have a long-time delay 
(typically, in seconds). This may put the relays exposed to 
the risk of malfunction due to its inability to detect the 
delays in relay tripping time linked to communication 
errors. Therefore, such protective schemes are ineffective 
and it is of vital importance to find an accurate detection 
scheme for tripping delays to maintain the stability and 
operational reliability of the power system.  

Since the advent of the first commercial digital relay that 
was introduced in 1980 and more recently, the 
Ethernet-based communication digital relays, they have 
played a key role in the protection and operation of power 
systems [1, 2]. Digital protection relay (DPR) is typically 
installed in the electric power substation switching yard 
(switchyard) to continuously monitor, detect and isolate 
any possible system fault and disturbance (e.g., power 
swing). 
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The operational reliability of DPR is depending on the 
accuracy of the estimation for amplitude and phase angle of 
the measured signals (i.e., voltage or current) that is 
received from measuring devices through the 
communication network. More precisely, it depends on the 
numerical algorithm for the estimation and the traffic 
performance of the communication network being used. 
These two factors are considered the main key factors that 
may affect the operation of the DPRs thus, their influence 
needs to be evaluated to ensure a reliable operation. 

For the first key factor, most recent DPRs are widely 
designed and implemented based on the so-called Discrete 
Fourier Transform (DFT) algorithm. One of the shortages 
of adopting DFT-Based algorithm relay is that the 
estimation of the fundamental phasors is extremely 
destroyed when the measured signal is corrupted with 
noise [3-7]. Also, estimating an accurate fundamental 
phasor requires a full-cycle of samples to be used [8, 9]. If 
harmonics and inter-harmonics as defined in IEC 
61000-2-1 standard [10] are presented in the signal, the 
accuracy will more decrease due to the effect of the leakage 
[11-14].  

Many research works are being conducted in recent 
years in order to find a compact and reliable digital 
protection scheme. The proposed scheme presented in [15] 
is a digital over-current relay (OCR) based on estimating 
the peak value of the actual current by measuring the slope 
at the zero-crossing. The authors suggested three identical 
DPR units be used in this scheme to protect the three 
phases (each phase has a dedicated installed DPR unit). 
This work had not considered the noise that can deeply 
affect the accuracy when measuring zero crossing. 
Moreover; from an economic perspective, using three units 
may increase the production cost and eventually, will make 
this protection scheme not a good choice for many 
contractors. In another work, an estimation algorithm that 
was implemented based on the components of the DC 
off-set, the fundamental angular frequency, and the 
fundamental component of the fault signal is proposed in 
[16]. In this work, only the measurement noise effect is 
investigated. Research work in [17], proposed only an 
approach for the estimation of the parameters of a 
synchronous generator from the records of DPRs and, it not 
had considered the algorithm being adopted for estimating 
these records.  

Some other recent research works proposed new digital 
protection schemes based on Kalman filtering algorithm 
(KF) whereas it was added as a built-in function in the 
DPR’s structure for estimating the fundament phasor. 
Those proposed schemes are mainly depended on 
traditional algorithms of KF such as the Linear Kalman 
filter (LKF) or the non-linear version of the extended 
Kalman filter (EKF) [18-22]. Power systems are mainly 
characterized by highly non-linear dynamics and there-fore, 
a high accuracy of estimation may not be achieved even 
with the EKF-based protection schemes. A novel 
development of traditional EKF which is defined as the 

Unscented Kalman Filter (UKF) can combine between 
better linearization of a highly non-linear system, noise 
filtering and the high performance in real-time applications. 
More details about UKF algorithm will be given next 
section. 

In recent years, there are some applications of UKF 
algorithm for estimating the fundament phasor in 
conjunction with digital relays. The schemes proposed in 
[17, 23, 24] are schemes relied on the estimation of 
dynamic states and parameters of a synchronous generator 
by UKF from DPR records which already implemented 
based on DFT. Also, the scheme proposed in [16] is just a 
MM-UKF algorithm for digital relay protection. The 
algorithm constructed is just to estimate the fundamental 
component, whereas the estimation is done by utilizing 
multi-scale decomposition signals that are previously 
obtained from morphological filter. This multi-scale 
decomposition can lead to increase the computation 
burden. 

For the second key factor, most power utilities in recent 
years have started adopting deterministic real-time 
Ethernet-based communications networks for data transfer. 
One of the main obstacles in the way of adopting such 
communication networks is the determinism (i.e., time 
span) in which a response is expected to be unpredictable. 
Correct allocation of bandwidth (BW) can be considered 
the main factor that can improve determinism. One of the 
earliest research works that was considered the issue of 
determinism and how it can be affected by the insufficient 
allocation of BW is presented in [25]. The authors in this 
work presented the characteristics that are required from 
the algorithm of the digital relay so it can tackle the streams 
of data arriving through the data packets.  

More recently, the authors in [26] proposed a line 
current differential protection scheme over IP-based 
networks. The use of IP-based networks does not assure 
data transmission in real-time, because of retrieving the 
data through a series of requests and responses. In [27], 
authors are just defined how a new source of asymmetry 
may arise due to the use of de-jitter, which can put the 
Ethernet network-based protection scheme at higher risk. 
The authors also did not consider the risk that may arise 
due to the allocation of BW that is insufficient. Allocating 
inappropriate BW can minimize the operational reliability, 
speed, and sensitivity of protection scheme and therefore, 
the relay performance needs to be evaluated against 
network BW allocation.  

Based on this literature review, there is a necessity for 
finding a scheme that is solely able to accurately track the 
fundamental component and to detect any delay in the relay 
tripping time in real-time.  

This paper is a continuation of the work presented in [28] 
and it provides more contributions as it adds more 
functions to the protection scheme as it can detect the delay 
in relay tripping time that may arise due to the 
communication network errors. The detection of delay is 
accomplished by a built-in function in the scheme which 
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works side-by-side with UKF function based on 
measurements being received via the real-time network.  

Furthermore, the paper provides a detailed evaluation of 
misallocation of BW and noise impact on the relay tripping 
time and consequently, how this impact can influence the 
transient characteristics of power system. The paper 
evaluates the impacts of misallocation of BW and noise for 
media access control (MAC) types that are most used to 
establish Ethernet-based networks. 

The remainder of the paper is organized as follows: 
section-2 explains the methodology of the design and the 
implementation of the proposed protection scheme. It starts 
with giving an introductory part to the Kalman filtering 
algorithm and then, explains the newly developed 
functions for the estimation of the amplitude and the 
detection of the time delay, respectively. Section-3 gives 
details about the test system being used. It also presents the 
results of evaluating the network errors and how they can 
affect the performance of the DPR and consequently, the 
transient stability. More results are also given for 
evaluating the noise effect on power stability. Section-4 
gives conclusions and future work. 

2. Methodology 
The proposed scheme is depicted in the schematic 

diagram of Figure 1. As it shown in the diagram, the 
scheme has two added functions; the first function is to 
estimate the phasor, and the purpose of the other function is 
to detect the delay in the tripping time. The DPR is 
implemented as an inverse definite minimum time (IDMT) 

over-current relay (OCR) as defined in the IEC60255 
standard [29] for electric relays. According to this standard, 
the mathematical description of standard SI inverse 
time-current characteristic of an over-current relay can be 
written as in Eq. (1) below: 
 

T = 𝑇𝑇𝑇𝑇𝑇𝑇 ×
K

Ia𝑛𝑛 − 1
  (1) 

where, Ia is the normalized fault current (i.e., Ia = Ic
Ip

); Ic 

and Ip are the actual and pickup current, respectively. ‘K’ 
is a constant which represents the relay operating time, ‘n’ 
represents the relay inverse characteristics and 𝑇𝑇𝑇𝑇𝑇𝑇 is the 
time multiplier setting. Figure 2 depicts the schematic 
diagram of the implemented OCR. In this schematic 
diagram, it is required that the relay operates or picks up 
when its current exceeds a pre-determined value (setting 
value). Also in this schematic diagram, it is required that 
the fundamental amplitude of the actual measured value 
( Ic)  is raised to a power of 𝑛𝑛  and then integrated as 
follows in Eq. (2): 

 
Intg =  � Ic𝑛𝑛  𝑑𝑑𝑑𝑑 (2) 

To get the amplitude of Ic, the actual measured value 
that is a dynamic three-phase current signal corrupted with 
noise should be converted to one stationary reference 
signal and noise filtered out. This will be done by 
employing the UKF algorithm. The next sub-sections 
explain how to implement the UKF and time delay 
detection functions, respectively. 
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Figure 1.  Schematic diagram of a proposed protection scheme. 

 

Figure 2.  IDMT based-OCR function. 
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Implementation of phasor estimator function  
It is mentioned in section-1 that, those protection 

schemes designed and implemented based on the DFT 
algorithm or traditional algorithms of KF have many 
drawbacks. The extreme distortion of estimate when the 
measured signal is corrupted with noise and the poor 
representation of the high non-linearity functions can be 
considered the main drawback of DFT algorithm and 
traditional algorithms of KF, respectively. 

Compared to DFT and KF algorithms, UKF is an 
algorithm that most accurately estimates variables of 
highly non-linear and noisy systems [30-34]. Also, UKF 
can be more advantageous in real-time applications due to 
the use of a deterministic sampling technique known as the 
unscented transform. This transform picks a minimal set of 
sample points (so-called sigma points) and propagates 
them through the non-linear system. The algorithm starts 
by transforming the non-linear system equations to 
recursive non-linear system discrete equations as follows 
in Eq. (3) and (4):  

 𝒙𝒙𝒌𝒌+𝟏𝟏 = ∅𝒌𝒌 𝒙𝒙𝒌𝒌 + 𝒘𝒘𝒌𝒌 (3) 

 𝒛𝒛𝒌𝒌 = 𝑯𝑯𝒌𝒌 𝒙𝒙𝒙𝒙 + 𝒗𝒗𝒌𝒌 (4) 

where 𝒙𝒙𝒌𝒌 is the discrete state vector, 𝒛𝒛𝒌𝒌 is the discrete 
measurements vector; ∅𝒌𝒌 is the state transition matrix; 𝑯𝑯𝒌𝒌 
is the discrete measurement matrix; 𝒘𝒘𝒌𝒌  is the discrete 
driving noise and 𝒗𝒗𝒌𝒌 is the discrete measurement noise.  

If the discrete state vector has a dimension of 𝑁𝑁 × 1, 
then; there are 2𝑁𝑁 sigma points  𝒙𝒙𝑘𝑘(i) with mean 𝒙𝒙�𝑘𝑘 and 
covariance 𝑷𝑷𝑥𝑥𝑥𝑥. The sigma points around the states can be 
calculated from Eq. (5), Eq. (6) and Eq. (7) below. 

     𝒙𝒙𝑘𝑘(𝑖𝑖) = 𝒙𝒙�𝑘𝑘 + 𝒙𝒙�𝑘𝑘
(𝑖𝑖),    i = 1, … ; 2𝑁𝑁 (5) 

  𝒙𝒙�𝑘𝑘
(𝑖𝑖) = (�𝑁𝑁𝑷𝑷𝑥𝑥𝑥𝑥)𝑡𝑡 ,    i = 1, … ;𝑁𝑁 (6) 

 𝒙𝒙�𝑘𝑘
(𝑁𝑁+𝑖𝑖) = −(�𝑁𝑁𝑷𝑷𝑥𝑥𝑥𝑥)𝑡𝑡 ,    i = 1, … ;𝑁𝑁 (7) 

The sigma points can be related to these state variables 
as in Eq. (8). 

 𝑿𝑿𝑘𝑘 = �𝒙𝒙�𝑘𝑘,𝒙𝒙�𝑘𝑘 ∓ �𝑁𝑁𝑷𝑷𝑥𝑥𝑥𝑥� (8) 

Those sigma points can be propagated through the 
equation of measurement as 𝑼𝑼𝑘𝑘  =  ℎ(𝑿𝑿𝑘𝑘) and eventually, 
the steps of the standard Kalman filtering algorithm 
process can be followed to get an accurate estimate of the 
state (i.e., the fundamental phasor). In this paper, the 
objective of the UKF Function implementation is to 
estimate the phasor of the fundamental component 
(positive-sequence) of the dynamic three-phase current 
signal. 

Figure 3 shows the Schematic diagram of UKF function 
implementation. The phasor is firstly digitized at a 
standardized sampling rate and then synchronized to a 
reference time. The accuracy of the estimation function is 

depending on the sampling rate that can be adopted. 
According to [35], the sampling frequencies of measured 
values are standardized at two frequency rates: SMV#1 
that has 80 samples/cycle and SMV#2 that has 256 
samples/cycle. SMV#1 is typically used for power control 
and protection applications whereas SMV#2 is used for 
power quality studies and applications. In this paper, 
SMV#1 (4 kHz) rate is adopted. 

 

Figure 3.  Schematic diagram of UKF function implementation. 

The amplitude of the estimated fundamental phasor 
represents the peak actual value (Ic) which can be used to 
feed the DPR. To get an estimate of the amplitude, the 
three-phase current signals of Ic  are collapsed to one 
stationary reference frame as follows in Eq. (9):  

 �
(Icα)𝑘𝑘
�Icβ�𝑘𝑘

� = 𝑻𝑻 · �
(Ica)𝑘𝑘
(Icb)𝑘𝑘
(Icc)𝑘𝑘

� + (rαβ)𝑘𝑘 (9) 

where 𝑻𝑻 is the Clark Transformation (αβγ Transformation) 
[36]. And in a complex form, Eq. (9) can be expressed as in 
Eq. (10): 

 (Icαβ)𝑘𝑘 = (Icα)𝑘𝑘 + j(Icβ)𝑘𝑘 (10) 

where, 

 (Icα)𝑘𝑘 = 𝐴𝐴𝑘𝑘 . cos(𝜔𝜔∆𝑡𝑡 + 𝜑𝜑𝑘𝑘) (11) 

 (Icβ)𝑘𝑘 = 𝐴𝐴𝑘𝑘 . sin(𝜔𝜔∆𝑡𝑡 + 𝜑𝜑𝑘𝑘) (12) 

Assume that (Icα)𝑘𝑘 = (𝑥𝑥1)𝑘𝑘  and (Icβ)𝑘𝑘 = (𝑥𝑥2)𝑘𝑘  and 
from trigonometric identities, Eq. (11) and (12) can be 
rewritten as in Eq. (13) and Eq. (14). 
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(𝑥𝑥1)𝑘𝑘+1 = (𝑥𝑥1)𝑘𝑘 . cos(𝜔𝜔∆𝑡𝑡) …

− (𝑥𝑥2)𝑘𝑘 . sin(𝜔𝜔∆𝑡𝑡) (13) 

 
(𝑥𝑥2)𝑘𝑘+1 = (𝑥𝑥2)𝑘𝑘 . sin(𝜔𝜔∆𝑡𝑡) …

+ (𝑥𝑥2)𝑘𝑘 . cos(𝜔𝜔∆𝑡𝑡) (14) 

Eq. (13) and (14) can be expressed in matrix form as 
follows in Eq. (15). 

 
�(𝑥𝑥1)𝑘𝑘+1
(𝑥𝑥2)𝑘𝑘+1

� = ∅𝒌𝒌 �
(𝑥𝑥1)𝑘𝑘
(𝑥𝑥2)𝑘𝑘

�, (15) 

where ∅𝒌𝒌 = �cos (𝜔𝜔∆𝑡𝑡) −sin (𝜔𝜔∆𝑡𝑡)
sin (𝜔𝜔∆𝑡𝑡)    cos (𝜔𝜔∆𝑡𝑡)� is representing the 

state transition matrix. Similarly, the measurement 
equations can be expressed in a matrix form as in Eq. (16): 

 (Icαβ)𝑘𝑘 = [1 j] �(𝑥𝑥1)𝑘𝑘
(𝑥𝑥2)𝑘𝑘

� (16) 

Thus, the estimated amplitude 𝐴𝐴𝑘𝑘+1 of Ic  can be 
calculated as �((𝑥𝑥1)𝑘𝑘+1)2 + ((𝑥𝑥2)𝑘𝑘+1)2. Hence, based on 
this value, the value of the integrator will keep rising until 
it equals to the pre-set value of constant K and at that 
moment; the relay will send its trip signal. Moreover, if the 
value of the excess current is temporary, the rising integral 
will be reset to zero.  

Alternatively, if the DPR function is implemented based 
on a directional over-current relay then, an estimation of 
the directional angle is needed. The algorithm of UKF can 
sit to estimate the angle as follows in Eq. (17). 

 𝜑𝜑�𝑘𝑘+1 = tan−1 �
(𝑥𝑥2)𝑘𝑘+1
(𝑥𝑥1)𝑘𝑘+1

� (17) 

Here, 𝜑𝜑�  is the estimated angle but not yet synchronized. 
To adjust the angle and make it synchronized, the 
following equation (Eq. 18) is applicable. 

 𝛿̂𝛿𝑘𝑘+1 =
e−j�𝜑𝜑�𝑘𝑘+1+

𝜋𝜋
2�

e−j(2𝜋𝜋𝜋𝜋t𝑠𝑠) ×
180
𝜋𝜋

 (18) 

where𝑓𝑓  is the system nominal frequency and 𝛿̂𝛿  is the 
estimated angle in degree. Here, t𝑠𝑠  it represents the 
synchronous time reference, and it can be fed with a Global 
Positioning System (GPS) signal (In our simulation, the 
computer internal clock is used as a reference).  

Implementation of delay detection function (DDF)  

From basic studies of power stability, the requirement 
that should be satisfied in order to consider a power system 
is transiently stable is the maximum elapsed time from the 
initiation of the fault until its isolation should be less than 
the critical clearing time (tcr) which can be calculated 
according to Eq. (19) below. 

 

t𝑐𝑐𝑐𝑐 =  �
4𝐻𝐻(𝛿𝛿𝑐𝑐𝑐𝑐 − 𝛿𝛿0)

𝜔𝜔𝑠𝑠  𝑃𝑃𝑚𝑚
 (19) 

where, 𝐻𝐻 is the inertia constant, 𝛿𝛿0 initially rotor angle 
𝜔𝜔𝑠𝑠 is the synchronous speed and 𝑃𝑃𝑚𝑚  is representing the 
shaft power input. In the schematic diagram of Figure 1, 
Kalman filtering function is implemented to estimate the 
fundamental value of Ic and transmit it to the digital relay 
over the communication network. According to the 
guideline [35], it is defined that the estimation of 
fundamental value and the transmission of it to the relay 
should be in real-time (In a period of time less than 3 
milliseconds). This constraint imposed the use of fast and 
reliable communication networks such as Ethernet-based 
networks.  

At present, Ethernet-based networks are established 
based on many media access control (MAC) models 
namely carrier sense multiple access with an arbitration on 
message priority CSMA/ AMP (e.g. CAN), carrier-sense 
multiple access with collision detection CSMA/CD (e.g. 
Ethernet), frequency division multiple access (FDMA), 
network control model (NCM), token bus (Round Robin), 
switched Ethernet, and time division multiple access 
(TDMA). Each one of these models has a different method 
to transmit data as follows: In CSMA/AMP model, when 
the network is busy, the sender node should wait until the 
network becomes free. When the collision occurs here, the 
message that has highest priority should be continued to be 
transmitted. If any two messages having same priority 
request a transmission at the same time, the priority can be 
decided by network in an arbitrary way to make which one 
is transmitted first. 

In CSMA/CD model, the technique of transmission is 
same as the CSMA/AMP except that when there is a 
collision. In this case, this technique depends on the traffic 
collision avoidance. When the network is busy, the sender 
node will wait until the network becomes free. If there is 
any collision, the sender node will back off for a time 
defined by tbackoff = (minimum frame size)/ (data rate × R) 
where R = rand(0, 2K −1) and K represents the number of 
collisions in one row. After the waiting time period, the 
node will reattempt to transmit the packet. In the FDMA 
model, the nodes have completely independent 
transmissions and thus, no collisions can occur. TDMA 
model is similar to the FDMA model except that a BW of 
100% is allocated to each node in its scheduled slots. NCM 
is a model that allows the exchange of data with USB by 
setting up nodes to transmit IEEE 802.3 frames. Round 
Robin is another model that is similar to CSMA/AMP 
except that, the sender will idle for pre-defined back-off 
time between turns. 

In switched Ethernet model, each sender node in the 
network has its full-duplex connection to the network 
central switch. In this manner, there are no any collisions 
on the network segments which provide best collision 
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avoidance compared to an ordinary Ethernet. The network 
central switch stores any received message in a buffer and 
then forwards it to the right destination receiving node. 
Despite the fact that those Ethernet-based communication 
networks have very small latency (delay) which makes this 
kind of communication network suitable for many 
protection applications, sample loss that occurs due to the 
insufficient of BW being allocated can affect the DPR’s 
performance and thus, the impact of this latency needs to 
be evaluated. 

As the aim of the work in this paper is to implement a 
very simple and effective function that can detect any delay 
in ttrip that may arise due to the network errors, the scheme 
should have a function that is a solely able to detect such 
delay. Figure 4 represents the flow chart that is used to 
implement the delay detection function. The function 
works as follows: At any occurrence of fault, the 
fundamental value of actual current (Ic) will be compared 
with the pickup current (Ip). If Ic>Ip, the output of the 
integrator block will keep raising until it becomes equal to 
the pre-set value and thus, relay operates and sends a trip 
signal. The time at which the relay should operate is given 
as t = K/Ic𝑛𝑛 (operating time of the relay). The trip signal 

being sent will pass through a zero-crossing detection 
block and the time records of ttrip are logged referenced to ts 
(i.e., the reference time). 

After that, the maximum value is taken to the logged 
values of time and then the delay can be calculated as 
t𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 =  t𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡_𝑚𝑚𝑚𝑚𝑚𝑚 − t. Furthermore, the function will send 
a failure alarm/alert when the total opening time of CB (i.e., 
t+tdelay) is equivalent to or more than the critical clearing 
time. When there is alarm/alert, controllers should act 
rapidly to increase the BW allocation for protection node 
(DPR) so, the malfunction of the relay and thus instability 
of power systems can be avoided. The operational 
reliability of the DPR depends on the data being received 
which should a time-critical. If there is any time delay with 
the data being received, it may cause a failure or a 
maloperation. These time delay errors should be evaluated 
so that, a better relay setting can be recommended and thus, 
keep the limit of damage to a minimum level. The next 
section presents the simulation results of the impact BW 
allocation and noise on tripping time of relay (i.e., t𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑) 
and consequently, how they can affect the transient 
stability performance for a selected test system. 



20 Investigating the Impact of Communication Errors on the Transient Characteristics of Power Systems  
 

 

Figure 4.  Flow chart of delay detection function. 

3. Simulation Results 
To evaluate the impact of time delay errors (that may 

arise due to the measurement noise or the insufficient 
allocation of BW) on the relay tripping time and 
consequently, on the transient stability of power systems; 
the three-machine system that is shown on the single line 
diagram of Figure 5 is used as a test system. It is simulated 
and analyzed using MATLAB software in combination 
with True-Time® software [37] for simulating the 
real-time communications. 

The system consists of a plant (Busbar-2), simulated by 
a resistive load and motor load (ASM) fed at 2400 V from 
two sources: 1)- A distribution 25 kV network through a 6 
MVA, 25/2.4 kV transformer, and 2)- An emergency 
synchronous generator/diesel engine unit (SM). A 

capacitor bank of a 500 kVAR is used to correct the power 
factor at the 2.4 kV bus bar (Busbar-2). A simple R-L 
equivalent source (short-circuit quality factor of X/R=10 at 
level 1000 MVA) with a 5 MW load is used to model the 
25 kV network. The ratings of the asynchronous motor and 
the synchronous machine are 2250 HP, 2.4 kV, and 3.125 
MVA, 2.4 kV, respectively. At the start, the mechanical 
power developed by the motor is 2000 HP while the diesel 
generator is delivering an active power of 500 kW.  

The voltage at busbar-2 is controlled by the synchronous 
machine which is kept constant at 1.0 pu. A fault of type 
three-phase to ground occurs on the 25 kV system at t= 0.5 
sec, causing a sudden increase of the generator loading and 
activating DPR to send a trip signal to the circuit breaker at 
25 kV at a pre-set value of tripping time. The two current 
signals shown in Figure 6 are the fundamental 
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positive-sequence component of a dynamic three-phase 
current signal that the DPR is received and an estimated 
amplitude value of 78.5 A that the embedded estimation 
function is estimated before and after the occurrence of 
fault. When the fault occurs at t= 0.5 sec, the current value 
increases rapidly to ≈1400 A (i.e., ≈18 times more than 
nominal value) which should make the DPR react rapidly 
with a breaker opening time that is not more than 12 cycles 
(according to Eq. (19)). In our simulations, K and 𝑛𝑛 are 
assigned values of 20 and 0.827, respectively so a 
fast-tripping time of 0.05 sec can be achieved for a fault 
current of 1400 A.  

 

Figure 5.  One-line diagram of the test system. 

 

Figure. 6.  Current and trip signals performance. 
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After the fault detection, the integrator value will keep 
increasing until it equals to the pre-set value (i.e., K= 20) 
and then, a trip signal will be sent by the DPR. The trip 
signal shown in Figure 7 which has a minimum time delay 
is appearing almost the same in all simulations done for 
different network models if the BW allocation is sufficient. 
Also, the simulation results showed that the DPR’s 
performance (Integrator value and Tripping time) will be 
almost unchanged as long as a sufficient BW is allocated 
regardless of communication network model type that was 
being used. This performance is shown in Figure 7. 

 From inspecting Figure 7, it can be clearly seen that 
even with allocation of a sufficient BW, there is a very 
small value of time delay (about 10 milliseconds) which 
may be ignored in many protection applications. 
Allocating 100% BW to the DPR that is performing 
estimation can assure that the tripping time delay value is a 
minimum but in practice, this might not be appropriate 
because BW that is aggregated/available has to be shared. 
Also, it can be noted from the inspection of Figure 7 that 
integrator output will be reset to zero if the current become 
less than pickup current (78.5 A). 

During the transient period that follows the moment of 
the fault occurrence, both of synchronous machine 
excitation system and diesel speed governor will react to 
keep the value of the synchronous speed constant. Graphs 
in Figure 8 depict the transient stability performance when 
the communication between the phasor estimation function 
and the IDMT over-current relay function is accomplished 
through the different types of the real-time networks at a 
sufficient BW allocation. As shown in this figure, all 
graphs have the same performance and the system needs 
about 2.5 sec to recover the stability. The following 
sub-section illustrates the impact of assigning an 
insufficient BW on the relay tripping time value that is 
given in sub-section- 2.2 and consequently, how it may 
affect the transient stability of the selected test power 
system. 

Evaluating the Impact of Bandwidth 
To evaluate the impact of BW allocation on DPR 

tripping time for all types of communication networks 
being used, the network traffic is made adjustable and 

ranges between 10 to 100 in a step of 10 Kilobytes per 
second. The accuracy of the Kaman filtering estimation 
function is depending on that there is no loss of samples 
and those received samples should be available at every 
time frame for calculation (i.e., no time delay). When the 
operation of the DPR depends on the Kalman filtering 
algorithm for estimating the fundamental amplitude, any 
allocation of BW that is insufficient to handle the traffic 
burden of samples (i.e., 80 samples/cycle) can cause a 
delay in the received samples and as a result, unnecessary 
shift to the relay’s integrator graph will occur. Figure 9 
shows the performance of DPR when the communication is 
accomplished based on CSMA AMP, CSMA CD, FDMA, 
Switched Ethernet and TDMA real-time networks whereas 
Figure 10 shows the performance based on NCM and 
ROUND ROBEN network types. 

When an insufficient BW of 10 Kilobytes per second is 
allocated, some network types such as CSMA AMP, 
CSMA CD, FDMA, Switched Ethernet and TDMA have a 
time delay that made the integrator start grow after a delay 
of ≈ 1.5 sec whereas for NCM and ROUND ROBEN 
networks delay it was ≈ 3.5 sec. Graphs in Figure 11 and 
Figure 12 depict the transient stability performance when 
the communication between the phasor estimation function 
and the IDMT over-current relay function is accomplished 
through the different types of the real-time networks and 
when an insufficient BW is allocated. When the allocation 
of BW is increased, the tripping time error decreases until 
it has a minimum value of almost ≈10 milliseconds at an 
allocation of 80 Kilobytes per second BW or more 
(fulfilled for all network model types) as shown in Figure 
13 in which the bars represent the actual relay time (i.e., 
nominal operating time of the relay plus time delay error). 
The value of relay operating time is varying from minimum 
value of 0.06 sec (nominal value= 0.05 sec plus error of 
≈10 milliseconds) for all network models to a maximum 
value of 1.55 sec (nominal value= 0.05 sec plus error of 
≈1.5 sec) when communication is accomplished based on 
CSMA AMP, CSMA CD, FDMA, Switched Ethernet and 
TDMA models or a maximum value of 3.55 sec (nominal 
value= 0.05 sec plus error of ≈3.5 sec) when 
communication is accomplished based on NCM and 
ROUND ROBEN network models. 

 



 Universal Journal of Electrical and Electronic Engineering 10(2): 13-28, 2023 23 
 

 

Figure 7.  Integrator and Trip signals at sufficient allocation of BW (All 
network model types) 

 

Figure 8.  Impact of network model type on transient stability at 
sufficient BW allocation (All network model types). 

 

Figure 9.  Integrator and Trip signals at sufficient allocation of BW 
(CSMA AMP, CSMA CD, FDMA, Switched Ethernet and TDMA types). 

 

Figure 10.  Integrator and Trip signals at sufficient allocation of BW 
(NCM and ROUND ROBEN network types). 

 

Figure 11.  Impact of network model type on transient stability at insufficient BW allocation (CSMA AMP, CSMA CD, FDMA, Switched Ethernet 
and TDMA types). 
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Figure 12.  Impact of network model type on transient stability at insufficient BW allocation (NCM and ROUND ROBEN network types). 

 

Figure 13.  Change in Relay tripping time against BW allocation.  

Also, it can be noted from Figure 13 that signals may 
classified into two groups: first group, which has same 
fitted signal with a time delay of 1.5 sec (signals of CSMA 
AMP, CSMA CD, FDMA, Switched Ethernet, TDMA 
networks), and second group which has same fitted signal 
with a time delay of 3.5 sec (signals of NCM and ROUND 
ROBEN networks). 

This classification can help to find another way to 
estimate the time delay errors by comparing the signal with 
two reference fitted curves that are representing the signals 
of first and second groups, respectively. This can easily be 
done by fitting them to the curve data that is resulted when 
allocating sufficient BW (as shown in Figure 6) and then, 
calculating the square root of the variance of the residuals 
(RMSE). Figure 14 shows how the value of the RMSE is 
changing against the change of BW allocation. The RMSE 
value falls to a very small value at 40 Kilobytes per second 

BW allocation for CSMA AMP, CSMA CD, FDMA, 
Switched Ethernet and TDMA networks, whereas it falls to 
smaller value at 80 Kilobytes per second BW allocation for 
NCM and ROUND ROBEN networks. Figure 15 shows 
how the performance of the transient stability can change 
with the two main categories of signals. It can be observed 
from the figure that the performance is different from the 
one shown in Figure 8. In Figure 8, the performance curves 
are recovered without any drops, whereas in Figure 15 
curves have lower drops at the tripping moments and they 
are eventually recovered. The drops of the curves that are 
representing the performance of networks of group#1 have 
maximum peak errors of 0.3% whereas it is 0.16% for 
group#2. Even though the maximum peak error of curves 
of group#1 is higher, they are recovered faster than curves 
of group#2.  
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Figure 14.  Impact of BW allocation on RMSE. 

 

Figure 15.  Impact of network model type on transient stability at insufficient BW allocation (All network model types). 

Evaluating the Impact of Noise 
To evaluate the impact of noise, the communications 

network was routed through a noise generator block in 
which an adjustable level of noise can be injected into the 
network. Also, the BW is allocated at 100% (100 Kilobytes 
per second) so only the noise can affect the relay 
performance. The effect of change in covariance (R) of 
driving noise on the integrator for networks of group#1 
(CSMA AMP, CSMA CD, FDMA, Switched Ethernet and 
TDMA) is shown in Figure 16. As shown, the increase in R 
has made the curve to shift rightward and more time is 
needed to reach the pre-determined value of the integrator 

which is an indication of time delay. 
The tripping time of the relay is increased from 0.055 

sec (the delay= 0.055-0.05 sec) when R= 0 to a value of 
0.077 sec (the delay= 0.077-0.05 sec) at R= 0.02, so only 
27 milliseconds maximum time delay is raised. The 
maximum value of the tripping time (77 milliseconds or 
3.85 cycles) is not more than the 12 cycles condition that is 
given by Eq. (19) which indicates that the relay will be 
operational even in presence of an excessive noise. Figure 
17 shows the tripping time of relay versus R for all 
network’s types being used. 
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Figure 16.  Integrator values vs. time for different values of noise (Only for CSMA AMP, CSMA CD, FDMA, Switched Ether-net and TDMA types) 

 

Figure 17.  Impact of noise on tripping time. 

It is clear from the bars in this figure that when 
communi-cations are accomplished based on networks 
belonging to group#2 (NCM and ROUND ROBEN 
network types), the R becomes more effectively and it can 
cause a very high tripping delay compared to networks 
belong to group#1. Actually, this tripping time can reach a 
value of 0.0.3863 sec (the delay= 0.3863-0.05 sec), 
whereas it was just 0.077 sec for group#1 at the same value 
of noise (R= 0.02). This is an indication of how a slight 
increase in R can cause malfunction and the relay may fail 
to trip within the pre-determined time when the 
communi-cations are accomplished based on networks 

belonging to group#2. 

5. Conclusions 
A new implementation of a scheme that is able to detect 

any delays in tripping time that may arise in Ethernet-based 
relays due to insufficient BW allocation or noise is 
presented in this paper. The results are demonstrated that 
allocation of insufficient BW can affect the tripping time of 
DPRs. When the comminution is accomplished based on 
NCM or ROUND ROBEN networks, any insufficient BW 
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allocation can affect the relay tripping time and the effect is 
more a dramatic than other based networks. The results 
revealed that at a low value of 10 Kilobytes per second BW 
allocation, the time delay will be 3.5 sec for NCM and 
ROUND ROBEN networks and 1.5 sec for the other types 
of network models. Moreover, results show-ed that the 
oscillations in rotor speed are increased with the decrease 
of BW allocations, while it is almost damped when a 
sufficient BW is allocated. For the noise effect, it has less 
impact on relay tripping time than BW, whereas the 
maximum delay record was 336.3 milliseconds recorded. 
These delay errors must be considered so; a better 
Ethernet-based network relay setting can be recommended. 
For future work, the OCR can be replaced with a 
directional over-current relay thus, the effect of time delay 
can be evaluated for the maximum sensitivity based on the 
estimation of the directional phasor angle. 
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