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Abstract  Transparency order is considered to be a
cryptographically significant property that characterizes the
resistance of S-boxes in opposition to differential power
analysis attacks. The S-box having low transparency order
is more resistant to these attacks. Until now, little attempts
have been noticed to examine theoretically the transparency
order and its relationship with other cryptographic properties.
All constructions associated with transparency order are
relying on search algorithms. In this paper, we discuss the
new interpretation of bent functions in terms of their trans-
parency order. Using the concept of vector concatenation and
correlation characteristics, we find the transparency order of
Boolean functions. The notion of complementary transparency
order is given. For a pair of Boolean functions, we interpret
complementary transparency order by their Walsh-Hadamard
transform. We establish a relationship of transparency order
with cross-correlation for a pair of Boolean functions. We find
a relationship of transparency order with (n — 2)—variable
decomposition bent functions. We generalize the bounds on
sum-of-squares of autocorrelation in terms of transparency
order of Boolean functions using Walsh-Hadamard spectra.
Further the transparency order of a function fulfilling the
propagation criterion about a linear subspace is evaluated.

Keywords Transparency order, Cross-Correlation, Boolean
functions, Walsh-Hadamard Transform

1 Introduction

The basic nonlinear component of S-boxes in block and
stream ciphers is investigated in two ways. One way is to ex-
amine the cryptographic properties on the basis of nonlinearity,
algebraic immunity, correlation immunity, propagation criteria
etc. and the other way is to examine the cryptographic proper-
ties through differential power analysis (DPA) with indicators
like transparency order, Signal-to-Noise Ratio, confusion coef-
ficient etc. Side-channel analysis is considered as an effective
approach in which block ciphers are attacked [10]. DPA [9]
is a kind of Side-channel analysis, which deals with the study
of utilization of power in cryptographic hardware device. DPA
is regarded more able than the differential or linear cryptanal-
ysis [3, 14]. The cryptographic properties of S-box (the only
nonlinear part in many ciphers) should be good. To assess the
functioning of an S-box in opposition to Side-channel analy-
sis, various properties were suggested. Signal-to-Noise Ratio
[13] was introduced in 2004 as the first property related with
Side-channel analysis. Prouff [6] suggested the idea of trans-
parency order which depicts the resistance of Boolean func-
tions to DPA attacks. Some countermeasures like hiding and
masking schemes [14] are used to resist DPA attacks. Using
evolutionary algorithms, some multi-variable Boolean func-
tions having high nonlinearity and low transparency order were
constructed [15, 2]. Chakraborty et al.[7] revised the trans-
parency order definition and proposed that a low transparency
order is needed to counter these attacks as they found some
flaws in the original definition. They verified that the revised
definition has an effect on the resistance of the execution in op-
position to DPA attacks. Wang and Stanica [12] gave bounds
of transparency order in connection with nonlinearity, also they
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showed that transparency order and nonlinearity both are not
good simultaneously for certain classes of Boolean functions.
They constructed some classes of Boolean functions with com-
paratively suitable transparency order.

DPA is also considered to be a threat in case of stream ciphers.
A DPA attack was performed by using nonlinear part of Grain
on the cipher [16]. In case of stream ciphers, filter generator
and nonlinear combiner are two well known models [4]. The
only nonlinear part in these models is the Boolean function
having significant cryptographic properties. It is important to
note that if all other cryptographically significant properties of
some Boolean functions are equal, then a planner chooses the
function having low transparency order. In this paper, we dis-
cuss the cross-correlation and new characterization of Boolean
functions via their transparency order. Here we find some re-
sults of transparency order of Boolean functions based on vec-
tor concatenation. We introduce the concept of complementary
transparency order and evaluate some results of bent functions
with complementary transparency order and nonlinearity. A
relationship of transparency order with (n — 2) variable de-
composition bent function is established. Finally, we evaluate
the bounds on sum of squares of autocorrelation and functions
satisfying propagation criterion in terms of their transparency
order.

1.1 Definitions and Notations

Let [F; be the finite field and % be the vector space of all
n—tuples over Fy. A function from F4 to Fo is known as
n—variable Boolean function and the set of all these functions
is denoted by B,, 2. The support of a Boolean function f is de-
fined by Sy = {z € Fy : f(z) # 0}, whose cardinality | Sy |
is known as the Hamming weight of f. The Hamming distance
d(f, g) between f, g € B,, 2 is the number of elements = € Fy
where these functions differ. For a vector x = (z1, z2, ..., Zp),
the Hamming weight denoted by wt(z), is the number of z;,
such that x; # 0 . A Boolean function of n—variable with de-
gree 1 is known as gffine and A,, is used to denote the set of
all these functions. The derivative of f,g € B, 2 att € Fy
is defined as Dy 4(t) = f(x) + g(x + ¢); and for f =
Dy (t) = f(z) + f(x +t) is derivative of f att € F5.

The Walsh-Hadamard transform of f € B, 2 ate € Fy is given
by

Wi(e) = 3 (-)f@en,
z€Fy

where (e, x) is the usual inner product in F3.

Here the Walsh spectrum only gives integer values.

The nonlinearity of f € B,, 2, denoted by nl(f), is the mini-
mum distance between f and A,,. The nonlinearity of f is also
defined as

nl(f) =

_ 1
on—1 _ §7naxe€F§ VVf(e)‘.
An function f € B,, 2 is bent, if its nonlinearity is on—1_g93-1
These types of Boolean functions are of specific importance in
cryptography.
Let f,g € By, 2, then the sum
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1)/ @) +g(+e)

Crgle) = 2 (=

z€Fy
is the cross-correlation between f and g at e € F5. Further-
more for f = g, the sum Cy(e) is called the auto-correlation

of f ate.
The sum-of-squares-of-modulus indicator of f,g € B, is

given by
Ofg = 2{: Cxﬂg
eckFy
Let f = (f1,f2.-sfm) be a vectorial function from

Fy — F5*. The transparency order of f is given by [7]

TO(f):max(m—anlzn > i

v€EFy e€Fy* j=1

;(_1)%4_% Cfi:fj (e)

)

where CYy, ¢, (e) is the cross-correlation between f; and
fj. Also F3* =TF3 — {0} and f;, f; € By 2.

If m = 1, then the transparency order of f € B, 5 is given
by

TO(f) =1~ Wn—l) %: |Cf(€)| . (1)
eclkFy™
Any two pairs of n—variable Boolean functions

(g1(x), g2(x)), (g3(x), g4(x)) are said to be perfectly uncorre-
lated if Cy, 4,(€)Cy,.4,(e) = 0 V e € F3 and are said to be

uncorrelated of degree ¢ if Cy, ¢,(€)Cyy g,(€) =0 V e € F3
such that 0 < wt(e) < t.

It should be remembered that in case of Boolean func-
tions the redefined transparency order is same as the original
one [6].

The below given lemma that will be used afterwards is the
consequence of Lemma 2.2 [12].

Lemma 1: Let f € B,, » then for any v € Fy

D 1CHy) 12 WF(v) — 27,

yEeFp*

Proof. By Lemma 2.2 [12], for any v € F5, we have

S 1GH =Y [Dee)
yeFy yeFy~

> Z Z f(:r)+f(x+y)+(v7y>

yEFy zeF?
= |Wf2(v) —2"|.
O

From Lemma 1 and equation (1) we compute
W7 (v) < (1-TO(f))2"(2" — 1) +2" (2)

The upper bound for the above relations is obtained in case of
bent function.
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2 New Interpretation of Bent Functions
via Transparency Order

In our next results we give a new interpretation of Boolean
functions by using correlation characteristics of its sub-
functions. This may be viewed as the new depiction of bent
functions presented in [11].

Let v = (vp, ..., v1), we define

fv(mnfr;

For any ¢ = (¢, .....c1) € Fyand d = (dp—y, .....d1) € F5 ™"
vector concatenation is defined as

aml) = f(xn =Ury.ery Tn—r4+1 = V1, Tp—r, .-

ed = (¢,d) = (CrynenClydppy onnndy).

Theorem 2.1. Letc € F5, d € F5 " and f € By, 2, then

TO(de) =1- m Z

(c,d)eFg*

> Crotor(d)

velFy

Proof. For ¢ € F and d € F7 ™", we have

sy X [Csed)

(c,d)€Fp*

1
-1 " _1)f(@)+f(z+cd)
ey XD

(c,d)eFy* |xzeFy

TO(fea) =1—

1
2n(2n — 1)

YT S (st

(c,d)€F3* |vEF] zeFn—T

Here we write vector x as the vector concatenation of strings v
and z. For a fixed v we have f(vz) = f,(2) and f(vz +cd) =
fote(z + d) . This gives

1
TO(fea) =1~ m

Z Z Z (_1)fu(2)+fv+c(z+d)

(c,d)EF3* [vEF] Lepp—r

1
=l-gmn 2 |2 Chsec@)];

(c,d)eFy* |veEF,

where > Cj, r,..(d) is the auto-correlation of f.
veFy

Hence the result follows. O

Corollary 2.2. Let f € F3 and fo and f, be obtained from f
by respectively confining the variable x,, to 0 and 1, then we
can write

,$1)
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(l) To(fod) =1- 271.(2]';1._1) Z |Cf(0d)|
(0,d)eFy*
=1- 2n(2}L,1) Z |Cf0 (d) + Cfl (d)‘
(0,d)eFp*
(i) TO(fea) =1 — ﬁ > |C(1d)|
(1,d)€Fp*
=1- 2"(21"71) Z |Cf0~f1 (d) + Cfl;fo (d)‘
(1,d)eFy~
=1- 2n(2'2n_1) Z |Cf0-f1 (d)| :
(1,d)EFp~

Any two bent functions f,g € B, 2 have complementary
transparency order if and only if TO(f,) + TO(gu) = 2
for all v € F3*. In the below given theorem, we give the
complementary transparency order through Walsh-Hadamard
transform.

Theorem 2.3. Any two bent functions f and g on F3 have
complementary transparency order if

W7 (v) + W7 (v) =2"" vV v € Fg.

Proof. Suppose f,g € B, 2 possess complementary trans-
parency order, then using Lemma 1, we get

W7 )+ W) =2""+ 3" [ Cry) [+ D | Coly) |
yerp* yERp*
= ntl,

Conversely suppose that W% (v) + W2 (v) = 2" V v e F3,
then '

TO() +TOW) =1 - s > 1€/
yery™
+1—2(21_1)Z Caly) |

e O

yEFg*
LY 6w |)

yeFy™
—9_ # 2 2 _ on+l
=2 2n(2n _ 1) (Wf (1}) + Wg (’U) 2 )
=2

Therefore f and g have complementary transparency order.
Hence the result follows.

Furthermore for two bent functions f and g, we have
Wy(v) = 2™ — 2"nl(f) and Wy(v) = 2" — 2™nl(g) respec-
tively. Using these values of Wy(v) and W (v) in Theorem
2.3, we compute

nl?(f) +ni?(g) = 2" + 2"(nl(f) + nl(g)) — 2*" 1.

Therefore we may also write nl?(f) + nl*(g) =
2"t 4+ 2%(nl(f) + nl(g)) — 2>, if f and g have
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complementary transparency order.

O

Theorem 2.4. Let k be an (n + 1)—variable function and n is

an odd integer such that
(1+yn+1)f(yna ey y1)+yn+1g(yn; ey yl)

k(yn-‘f-l?ynv "'7y1) =

Then the below given statements are equivalent
(i) k is bent.
(ii) f and g have complementary transparency order.

(iii) Ct g(u) = 0 and nl(f) = ni(g) = 2"~ !

Proof. (1)=-(ii) Let k be bent, then TO(k) = 1 for all nonzero
t € F3™'. Let u be any vector in F§*. Applying Corollary
4.1[11], we obtain

Cr(0u) = Cy(u) + Cy(u).

Since u # 0, we have C(0u) = 0, therefore C'¢ (u) +Cy(u) =
0. This gives
TO(f)+TO(g) =

Thus f and g have complementary transparency order.
(ii))=-(i) is obvious from above.

(ii)=-(iii) Suppose that TO(f) + TO(g) = 2, forall v € F7,
then from Theorem 2.3, we have W7(v) + W (v) = 2"
Now using Jacob’s lemma [8], we get either W7 (u) = 2"
and W7 (u) = 0 or W7(u) = 0 and Wi(u) = 2"t In
either case W (u)W, (u) = 0, therefore, f and g have non-
intersecting spectra. But two functions have non-intersecting
spectra if and only if Cf 4(u) = 0 for all & € F%, that means
f and g are perfectly uncorrelated. Clearly, nl(f) = nl(g) =
2n—1 _ 2”5 Resilient functions with high nonlinearity are
constructed using functions with disjoint spectra [5].

(iii)=-(i) Proved in Theorem 4.2 [11].

O

3 Transparency Order and Cross-
Correlation Theorem

In the below given theorem we give a relationship of
Transparency Order with Cross-Correlation Theorem[11].

Theorem 3.1. Ifh,r € B, 2 and u,y € Fy, then

Z Chr( <u,u>

u€lFy
<@ — 1) (2 —Tom) ) (-2 — To(r)
= on —1 on —1 ")
Proof. Let uw,y € F3, then from Cross-Correlation

Theorem[11]

= WpW,.

j{: (jhr

u€eFy
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Using (2) in above, we compute
2
(.S Cnrtu-nen)

u€Fy
< [1-TO(h)2"(2"—1)+2"] [(1-TO(r))2" (2" —1)+2"]

== 12 - Tom ) (5 - 700 ).
Therefore,
Z Ch,r(u)(_l)m’m
u€Fy
<@ -1/ (2 —TOm) | (-2 — TO()
= n — 1 2n — 1 Ey
Hence the result follows. O
When h = r, we obtain the below given Corollary.
Corollary 3.2. Ifh € B,, > and u,y € F3, then
2TL
> Cu(w) )< om(2n — 1)<2n : —TO(h)).
u€lFy -
Remark(i): If (Q,L : — TO(h)> <23i1 - 7'(9(7“)) >0
and TO(h) < TO(r), then
TOM) > —2 TOM) < —2
g1 O r o 1"

The below given theorem is the inference of the Theorem
20[19] in a modified form in terms of transparency order by
using sum-of-squares-of-modulus indicator. Theorem 20 [19]
has various other cryptographic constituents having similar
cryptographic characteristics.

Theorem 3.3. Let g(sp,Spn—1,5) (sn + D(sp-1 +
1)91(3) + (Sn + 1)snrflg2(s) + Sn(snr—l)QB(s) +
$15n-194(8); SnySn_1 € FE, s € FE72 If (91(5), g2(s)) and
(93(8), g4(8)) are perfectly uncorrelated (n — 2) variable bent
functions then:

4/5 X 22n—1

TO(g) <1- T

Proof. Since here in this case[19]

Og=0g, +0g, +0g, +0g, +6 3. 094, +
1<i<j<4
24 30 Cyig.(a)Cyy g,(a).
acFy~—?
It is well known that o, ,, = 22("~2) is satisfied by any

two bent functions g;, g; such that 1 < ¢ # j < 4. Also the
functions are perfectly uncorrelated, so we can write.

o, =40 x 220072 4

oy = 40 x 22(n=2),
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But
0y < (1-TO(g)2"(2" —

Thus we have

5x 22" < (1 TO(g))2"(2" — 1))
VB X 22T
<]l]— —mMmm—.
=TO(g) <1 @ 1)
Hence the result follows. ]

Using this theorem , we determine the transparency order of
various Boolean functions in n—variables.

The preposition 3.1 [11] can be written in a generalized

version in the following form. Also we evaluate this result in
terms of transparency order.

Proposition 3.4. Let f, h € B,, 2, then

> (X oot

y€eFy N ueFy

2
<u,y>) < otn.

Proof. We know that

> Cralu)

u€Fy

(u,y>

= Wi (y)Wh(y)

2
<u y))

= Y (X cratni-

u€eFy

_ 22n X 2271

::24n_
Hence the result follows. O

The above preposition is the new way of generalizing the
bounds as in Theorem 2 [17].

Proposition 3.5. Suppose f,g € B, 2, then

> Wi )W, (u)

u€Fy

2
< gin—1 4 on—l ((1 —TO(f,9)2"(2" — 1)) .

Transparency Order and Cross-Correlation Analysis of Boolean Functions

Proof. From Lemma 2 [18] we have

2" Y CF ()= > Wi u)W,
ueF?y uEFy
2
But Y O2,(u) < <(1T<9(f,g))2”(2"1)> .
uEFg

Therefore we have

> Wi

u€Fy

2
<2”<(1—T0(f,g))2"(2”—1)> . (3

). @

Also we know that

> Wi < (X wiw) (X Wi

u€ly u€ly u€lFy

From (3) and (4) we have ,

> & Wi < (0 TO e 1)
u€eFy

w( g, wi0) (5, vi)
= Y Wi (u)Wg(u)

u€lFy

< 9dn—1 4 on—l ((1 —TO(f,9)2"(2" — 1)) .

Hence the result follows.
For f = g, we get

D Wilu

u€Fy

2
) < 24—ty on—t ((1 —TO(f))2"(2" — 1)) .

O

In the below given theorem we find the transparency order
of a function fulfilling the propagation criterion about a linear
subspace.

Theorem 3.6. Suppose f € By, 2 and let H be any subspace
of F3, then for any v € Fy

[N

Wiw) = (1H]| 5 Cr(w)
TO(f) <1~ T ) 7

where H+ denotes the dual of H, ie, ot = {p € Fy :
(p.g) =0V qge H}.

Proof. Let H be a subspace of 5 and f be a Boolean function
fulfilling the propagation criterion with respect to any nonzero
element of H with co-dimension 1 or 2, then we have [1]

> Wiw)=|H| > Cs(u)
weFy ucE+L
Using Corollary 5.1 [11] and (2), we have

2" =|H| Y Csw)

uEHL
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Wiw) = (1 =TO(N)2 2" = ))P <|H| Y Cslu)

ueHL

Upon computation from above, we get

[N

W2w) - (1H| ¥ Cru)

ueH+L
TO(f) <1- D

Hence the result is proved. O

4 Conclusions

In this paper Cross-Correlation and new interpretation of
bent functions have been discussed in terms of transparency or-
der of Boolean functions. The transparency order of Boolean
functions by vector concatenation is discussed. The concept
of complementary transparency order is introduced and some
results of complementary transparency order with other cryp-
tographic properties are evaluated. The transparency order of
(n — 2)—variable decomposition type bent functions is eval-
uvated. The bounds on sum-of-squares of auto-correlation in
terms of transparency order are generalized. Also transparency
order of functions satisfying the propagation criterion is eval-
uated. Future scope of the work is to construct some more
classes of Booleans functions which have better transparency
order.There are numerous problems which need to be discussed
like, how to construct low transparency order Boolean func-
tions having higher nonlinearity 7 How to correlate the work on
nonlinearity and transparency order with cryptanalysis 7 How

to correlate this work in a g-ary setup and find its applications
?
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