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Abstract The strong current of globalization has
driven the rapid development of the digital era and
technology so that the term digital citizenship has emerged.
The emergence of Society 5.0 era demands a balance
between technology and the environment. But on the other
hand, the emergence of the Society 5.0 era was not
matched by the formation of digital ethics in society. The
rise of cybercrime cases such as the spread of fake news
(hoaxes), hate speech, and cyberbullying shows the lack of
digital ethics in society. The formation of digital ethics is
an important thing that must be done, one of which is
through digital citizenship education in society. The
method used in this research is qualitative with a case study
approach. Data collection was carried out through
observation and in-depth interviews with several main
sources, namely the community board of Kampung Cyber
and community members based on purposive sampling and
snowball sampling techniques. The results showed that the
emergence of the Kampung Cyber community became the
main forum for the implementation of digital citizenship
education in society, especially in shaping ethics. The
application of norms in society becomes the main control
for any deviant actions in the use of technology. It takes the
development of competencies and digital ethical values
that are in accordance with the era of Society 5.0, such as
technological literacy, responsibility, honesty, critical
thinking, problem solving, creativity, equality and local
wisdom. The existence of a key figure as a model in social
learning will shape people's behavior according to digital
ethical competencies in the era of Society 5.0. In addition,
it is necessary to create a good environment and strong ties
in society that will encourage the successful formation of

ideal and ethical digital citizenship in the era of Society
5.0.

Keywords Education, Digital Citizenship, Kampung
Cyber, Digital Ethics, Community, Society 5.0

1. Introduction

The emergency of the 4.0 industrial revolution era has
not ended yet. Indonesia was surprised by the emergence
of a new concept, namely Society 5.0 which was initiated
by the Japanese. The concept of Society 5.0 is not only
limited to manufacturing sectors but also solves social
problems with the help of the integration of physical and
virtual spaces [1]. The concept of Society 5.0 has big data
technology collected through the Internet of Things (IoT)
converted into Artificial Intelligence (AI) [2] [3], which is
something that can help someone to live a better life so that
the concept of Society 5.0 will bring big changes to the
social order. The main principle in implementing the
Society5.0 era is the balance of business development,
economy, and the social environment. With technology in
the era of Society 5.0, the problems created in the industrial
revolution 4.0 (reduced socialization between communities,
job opportunities, and the impact of other institutions) will
decrease [4]. The era of Society 5.0 demands a balance
between technology and society. So the emergence of the
Society 5.0 era can be the answer to existing problems.

But in fact Indonesia is still spinning in the era of the
industrial revolution 4.0. APJII survey results show that
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from year to year internet users in Indonesia have
increased, this year it is up 10.12% from the previous year.
The increase in internet users has reached 27 million. This
means that there are 171.17 million internet users out of a
total of 246.16 million people in Indonesia [5]. Indonesian
citizens have become part of digital citizenship. However,
the increasing number of internet users in Indonesia raises
the problem of digital crime. Data presented by the
Ministry of Communication and Informatics state that
there are as many as 800 thousand websites in Indonesia
that are indicated to spread hoaxes and hate speech. Apart
from hate speech, another criminal act that is often
committed is cyberbullying. Data obtained from the police
show that there were 225 hate speech crimes recorded in
2018. Meanwhile, in 2019 there were 101 cases of hate
speech and defamation, totaling 1,271 cases. Meanwhile,
in 2020 there were 657 cases of defamation [6]. These
crimes were committed through various social media
including Facebook, Instagram, WhatsApp, Path, Twitter,
and so on. This shows that there is no balance between
technology and the social environment as the principles of
Society 5.0. This condition often creates conflicts between
technology users. The data above show the increasing
abuse of technology for negative things, which is not in
accordance with the purpose of creating technology that
should provide benefits for life. If this condition is not
resolved properly, the same cases will become more
prevalent. In  addition, the  emergence  of
technology-related problems also raises public concern
about using it. This will hamper the digitization process.
The term digital citizenship has been used by Karen
Mossberger and Caroline J. Tolbert, in her book entitled
Digital Citizenship: The Internet, Society, and
Participation, which defines digital citizenship as the
ability to participate in online communities [7].
Furthermore, digital citizenship can be defined as those
who use technology to obtain political information, help
work and improve the economy. So it is not surprising
that the term digital citizenship is widely known by the
public. Along with the changing times, the term
citizenship has also changed. According to Choi, currently
digital citizenship is divided into four categories, namely
digital citizenship as ethics; media and technology literacy;
Participation / Engagement; and critical resistance [8].
First, Digital citizenship as ethics refers to how internet
users engage in appropriate, safe, ethical and responsible
ways in internetworking activities. Second, digital
citizenship as media and technology literacy shows a
person's ability to access, use, create, and evaluate
information and communicate with other users. Third,
Digital citizenship as participation / Engagement
introduces different types of online engagement, including
political, socio-economic and cultural. Fourth, digital
citizenship as a critical resistance, which is related to
activeness and encouragement with the aim of
participating in virtual communities. So based on these
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four categories the problems that occur in Indonesia are
related to the digital ethics of society in using technology.
Where the emergence of various cases of hate speech,
hoaxes, bullying is caused by a lack of responsibility from
the user.

Digital ethics can be interpreted as a ticket that a person
must have to enter a community. In essence, digital ethics
is a standard of internet behavior as well as social
behavior that applies in the online world [9]. Nor
Aslamiah explained communication ethics that can be
used in the digital world with the concept of "THINK",
namely:

1. Isit True? Is your post correct? or is it just a problem
with no clear source?

2. Is It Hurtful? Will your post hurt other people's

feelings?

Is It Illegal? did your post violate the law?

4. Is it Necessary? are you the most important? posts
that are not important will annoy other people.

5. Is it Kind? Be courteous to your posts? make sure the
post that is produced does not use words that can be
offensive.

W

So from the explanation above, digital ethics must be
applied by every digital citizen. Microsoft in Fostering
Digital Citizenship explains the reasons why digital
citizenship ethics must be developed, namely: (1)
Everyone must learn digital citizenship and develop a
sense of ownership and personal responsibility so that
they can make good and ethical decisions in the online
world; (2) The online world presents many great
opportunities for young people, but there are also many
risks that must be faced. To minimize these risks, young
people must develop a strong sense of digital citizenship;
(3) An online security approach that includes digital
citizenship will help young people to interact safely in the
online world [10]. Therefore, teaching about digital
literacy and digital ethics for citizens is something that
must be done in order to create healthy and safe
interactions on social media.

So that efforts are needed to shape the digital ethics of
society in the era of Society 5.0, one of which is through
the implementation of digital citizenship education.
Education is a conscious effort made in learning activities.
Especially in the digital era like today, education is at the
forefront of realizing ethical and responsible digital
citizenship. Building digital ethics can be done through
formal education in schools and education in the
community. Synergy is needed between the government
and community participation to carry out digital citizenship
education in society, one of which is through the civil
society. In this case the term civic community relates to
individuals as members of society, so that the civic
community can be interpreted as a place where forms of
local social and economic institutional organizations
facilitate a strong social order by building close
relationships between citizens through most of the local
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oriented institutions and organizations [11]. So that the
community has an important role, one of which is as a
forum for implementing digital citizenship education in
society to shape ethics.

One community that cares about the development of the
digital era is the Kampung Cyber community. The initial
goal of establishing Kampung Cyber was to introduce the
wider community about technology. In addition, various
activities were carried out to introduce computers and the
internet to the public. Along with the development of the
digital era, Kampung Cyber Yogyakarta has become one of
the places for digital education. The era of Society 5.0 is
the driving force for this community to implement digital
citizenship education in society, especially in the formation
of ethics. Therefore this research will focus on discussing
digital citizenship education in the Kampung Cyber
community, especially in the formation of ethics in the era
of Society 5.0.

2. Materials and Methods

The research method chosen is a qualitative method with
a case study approach. Qualitative research aims to
understand social phenomena from the participant's point
of view. A case study was chosen because it is a series of
scientific activities carried out intensively, in detail and in
depth about a program, event, and activity, to obtain
in-depth knowledge of events or objects [12]. So you can
explore the unique and actual things that exist in the
Kampung Cyber community. The research location chosen
was the Kampung Cyber community which is located in
Kampung Taman I / 434, Patehan, Kraton District,
Yogyakarta City. The location was chosen because the
Kampung Cyber community is one of the communities that
have goals related to the implementation of digital
citizenship education in society. This research was
conducted for approximately five months. This study uses
field observation techniques by interviewing several
informants in the Kampung Cyber community. Informants
were selected based on purposive sampling and snowball
sampling techniques. Interviews were conducted with
several pillars of 36 and 36 neighborhood administrators,
direct observations were made on community activities and
literature studies that discussed digital citizenship
education, digital ethics, and digital citizenship. In addition,
this study uses literacy study methods as a complement to
data. Test the validity of the data used in this study using
data triangulation. While the data analysis technique uses
qualitative data analysis in the model of Miles and
Huberman [12] which consists of three activities, namely
data reduction, data presentation, and drawing conclusions.
This research was conducted in 6 stages, starting with the
identification of problems in the field, determining the
focus of the problem, followed by data collection, data
processing, emerging theories and ending with research
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reporting.

3. Result and Discussion

The era of Society 5.0 is a new era in human-centered
and technology-based social life. This concept was born
from the development of the 4.0 industrial revolution
which is considered to have the potential to reduce the role
of humans. Through Society 5.0, artificial intelligence will
transform big data collected via the internet in all areas of
life into new wisdom, which will be dedicated to improving
human abilities in opening up opportunities for their lives.
This is what the Yogyakarta Provincial Government tried
to develop in 2006 which launched the Jogja Cyber
Province program.

The Jogja Cyber Province program is a form of
implementing Electronic Government (e-Government) to
encourage the use of technology. Electronic Government
(e-Government) is an initiative developed to encourage the
widest possible use of information and communication
technology for the public and government in order to
increase interaction with one another. Jogja Cyber
Province is a provincial model that transforms information
and knowledge-based community-based services using
information and communication technology as an
accelerator for provincial development that is competitive,
comfortable, independent, efficient, and effective. [13]

However, in this era of Society 5.0, technological
developments must be accompanied by digital citizenship
education and the formation of digital ethics. Thus,
technological developments will provide benefits to human
life.

3.1. Importance of Digital Citizenship Education for
the Society

Society 5.0 has brought the world to a more complex
digital era. This of course must be followed by the
community in using technology. Likewise in Yogyakarta,
the emergence of various technologies has brought changes
in the order of life of society. Society must be able to adapt
to the presence of technology, and take a role as part of
digital citizenship. Digital citizenships are those who use
technology to obtain political information, help with jobs
and improve the economy. [7]. However, the conditions of
the people in Kampung Taman Yogyakarta have not yet
supported the formation of ideal digital citizenship. The
results of the preliminary research conducted show that the
people there can only use the internet carelessly. This
means that people do not know how to take advantage of
existing internet technology facilities to support their work
and their survival. Most of them only use the internet to
access social media (WhatsApp, Facebook, Twitter,
YouTube, etc.) and entertainment. Some residents admit
that when using social media, they view and post videos,
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pictures, other expressions to show their existence and
have fun without considering the existence of other users.
This often creates conflicts between communities because
they are confused over each other's posts.

Seeing this, an awareness emerged from one of the
residents, namely Antonius Sasongko (Koko) to apply
digital citizenship education to the people of Kampung
Taman. It is important to do so because people have the
right to understand technology and its use. The rapid
development of the digital era and the emergence of
Society 5.0 demands that the realm of education adjusts to
existing conditions. Education must be done whether in
school or in society so that it can keep up with the
development of digital era.

So digital citizenship education is important to be
implemented at every level of society. Digital citizenship
education must be carried out in a sustainable manner,
especially for today's young generation, both in schools
and in society. Digital citizenship education is education
provided to people to understand the elements of digital
citizenship. This is what is trying to instill in the people of
Kampung Taman, so that they can act as the ideal digital
citizenship name. Digital citizenship education initiated by
Antonius Sasongko (Koko) is to shape the values, attitudes,
knowledge and skills of the people of Kampung Taman. In
addition, specifically digital citizenship education in
Kampung Taman aims to shape the digital ethics of the
community. So to carry out digital citizenship education
for the people of Kampung Taman, the Kampung Cyber
community was formed. Providing education through the
community is considered an effective way to get to know
technology and shape digital ethics. Along with the
emergence of awareness from the public about the
importance of digital citizenship education, the initiative to
form a Kampung Cyber community received a good
response from the surrounding community. So in 2008 the
Kampung Cyber community was formally formed based
on the agreement of the local community as a forum for
implementing digital citizenship education.

The theoretical formation of Kampung Cyber
community can be seen from several perspectives. One of
them is the perspective of civil society. The civil society
perspective emphasizes the importance to communities to
establish close relationships between social, political,
economic, religious and other fields of social organization.
Most importantly, this perspective emphasizes informal
integration and hence, the process of social control in
maintaining the stability and welfare of society [14]. So
besides being a forum for implementing digital citizenship
education, the Kampung Cyber community is also a social
control for every action of the Kampung Taman
community. The existence of a community in society will
have a good impact because there are strong ties between
its members to lead to better change. Civil society can be a
driver of change and a driving force for the development of
an era, including the Society 5.0 era. Like the Kampung
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Cyber community as a form of civil society in society, its
existence has an important role in the implementation of
digital citizenship education, especially in shaping ethics in
facing the Society 5.0 era.

3.2. Digital Citizenship Education in Kampung Cyber
Community

The emergence of Society 5.0 demands a balance
between technology and the social environment.
Tredinnick, Luke in a book on digital information culture
states that the basis for balancing the digital divide includes
three units, namely money, time and education [15]. So the
importance of digital citizenship education is to achieve a
balance between technology and the social environment.
Education can be done anywhere and anytime, one of
which is through the community. Kampung Cyber
Community was originally a program initiated by the
Kampung Taman community to introduce technology to
the community. However, the program continues to grow
so that it becomes a community pioneered by Antonius
Sasongko. The emergence of the Kampung Cyber
community is one of the solution steps in accelerating
information literacy and internet-based technology and
shaping the community's digital ethics. Kampung Cyber
Community is an ICT-based village that develops an
internet network system [16]. Since its inception, the
Kampung Cyber community has played a role in the
implementation of digital citizenship education in the
community. The Kampung Cyber Community encourages
the formation of ideal and ethical digital citizenship.

With the advent of the concept of digital citizenship, not
many people know how they should take part. Digital
citizenship is the ability to participate in online societies [7].
In general, Digital Citizenship has nine main elements that
explain the use of technology in the digital age. These
elements are digital access, digital commerce, digital
communication, digital literacy, digital etiquette, digital
law, digital rights and responsibilities, digital health and
wellness, and digital security [17]. Digital citizenship
education in the Kampung Cyber community is closely
related to elements of digital -citizenship. Digital
citizenship education provides an understanding of nine
main elements. In particular, the Kampung Cyber
community prioritizes ethical elements. Digital citizenship
education in the Kampung Cyber community will instill
values, attitudes, knowledge and skills that lead to the
formation of digital ethics, especially for the younger
generation. Digital ethics is a standard in using digital
technology based on applicable norms to be polite [18].
The Digital Ethics category is "safe, responsible, and
ethical use of technology and the Internet." [8] A good
digital citizen needs to know the norms and / or values
regarding the appropriate and effective use of technology
and / or the internet, have digital awareness, understand
digital rights and responsibilities, so that in surfing and
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using social media politeness is needed, so that values and
norms are essential in the successful implementation of
digital citizenship education.

The process of digital citizenship education in the
Kampung cyber community begins with the existence of
norms that become a collective agreement. Based on the
results of interviews and observations made, the basic
norms in the Kampung Cyber community are togetherness,
mutual cooperation and tolerance. Given that the Kampung
Taman community has a diversity of religions, education
and occupations, these norms teach the basis for carrying
out every activity in the Kampung Cyber community. The
existence of values and norms in the Kampung Cyber
community becomes a guideline for social correction when
community members commit deviant actions through
social media. Like social deviations in the real world,
deviant behavior carried out on social media is also subject
to sanctions based on prevailing values and norms. The
existence of values and norms that apply in the use of social
media has made the community managing Kampung
Taman to be more careful in using social media. Several
things related to the use of social media can be controlled
by the existence of social values and norms, such as the use
of dirty words, hate speech, the spread of fake news and
others. As long as the behavior can be seen by group
members, the realm of values and norms also applies.
Efforts to protect each other become a bulwark so as not to
fall into the use of technology for negative things. But the
problem returns to individuals, when individuals
misunderstand their actions on social media and society
considers them to violate prevailing values and norms. For
the people of Kampung Taman, this issue is seen as part of
a culture that takes time to adjust. Here the role of tolerance
norms is the controller.

In addition to being guided by the values and norms that
apply in society, in implementing digital citizenship
education, the Kampung Cyber community also develops
basic competencies in shaping digital ethics. This is the
second step so that digital citizenship education can run
effectively. According to Antonius Sasongko (Koko), the
development of basic competencies is important to be
carried out in accordance with the conditions of the
community so that the final goal can be achieved. The
development of this competency will later become the
basis for forming an ethical personality in using digital
technology. This development is carried out by the core
board and representatives of the members of the Kampung
Cyber community.

Digital Citizenship Education: Shaping Digital Ethics in Society 5.0

Values Attitudes
Human dignity Responsibility
and rights and respect
Listening and observing, Knowledge and critical

empathy and co-operation understanding of self

Knowledge and

Skills critical understanding

Figure 1. Ethics — Core digital citizenship competences

The picture above shows the basic competencies
developed in digital citizenship education in the Kampung
Cyber community, particularly in shaping ethics. The
emergence of the concept of Society 5.0 is the basis for the
development of the above competencies. Where in the era
of Society 5.0, it made everyone inevitably have to master
the existing basic competencies in order to be ready to face
them. So that the community must play an active role in
activities, that encourage the formation of these
competencies. George Hebert Mest in Santoso mentions
this role as internalization, which results in dynamic
socialization because individual personalities will be
shaped by people who experience changes in form and are
expressed by the individual in the form of everyday
individual behavior [19]. In other words, the more often a
person participates in activities in the Kampung Cyber
community, the greater the success in shaping one's digital
ethics. This is because the internalization process that a
person continues to accept will form a personality
according to the instilled competence.

In order for the formation of digital ethics to run
effectively, the Kampung Cyber community explained in
detail the basic material and values taught. The materials
and values are arranged based on the competencies to be
achieved, the needs of the community and the prevailing
norms. This is so that the materials and values provided can
be accepted by the community and implemented in
everyday life.
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Table 1. Basic materials and value in digital citizenship education in
Kampung Cyber community

Material Description
Technology Technological literacy means that members of
Literacy society must be able to use existing technology.

The responsibility in question is to form social
media and technology users who comply with the
prevailing rules or norms.

Honest what is meant is that members of the

Responsibility

Honest public can confirm the truth of the news that is
spread.
i, Critical thinking is meant to be critical of the news
Critical . L .
L. received by ensuring its truth and being able to
thinking
solve the problems faced.
Problem Teaching individuals to solve problems that exist
Solving in the use of technology following norms
The creativity in question is the freedom to create
Creativity new things with existing technology by the
prevailing norms.
. Equali hes th individual has th
Equality quality teaches that every individual has the

same rights and position in using technology
Utilizing local wisdom values as a media and
material in shaping digital ethics

Local wisdom

The table above is the basic material and values in digital
citizenship education in Kampung Cyber in shaping digital
ethics. The First is technological literacy. The
technological literacy is an ability that must be possessed,
especially in the era of Society 5.0 which prioritizes people
who understand technology. So that the Kampung Cyber
community provides learning to community members
about various technologies that can be used in everyday life,
such as online marketing, technology for designing and so
on. The condition of people who do not know technology
becomes an obstacle in realizing Society 5.0, so that
technological literacy is the basic material given.
Technological literacy will encourage people to be able to
follow technological developments that occur. As one
resident said, this technological literacy has provided great
benefits so that people can now use existing technology in
their daily activities that encourage a better life. This
technological literacy is carried out by holding trainings
and workshops that are attended by all citizens, especially
the younger generation. According to local residents,
technology literacy training is given every two months by
introducing new applications. So that this will form the
digital skills of the community According to local residents,
technology literacy training is given every two months by
introducing new applications. So that this will form the
digital skills of the community According to local residents,
technology literacy training is given every two months by
introducing new applications. So that this will forms the
digital skills of the community.

The second is responsibility. The implementation of
digital citizenship education in Kampung Cyber also
fosters a responsible attitude towards community members,
such as formed technology users who obey the applicable
rules or norms. Digital citizenship education is taught to
build public awareness to use the technology provided in

953

the Kampung Cyber community for positive things and to
be responsible for any news or information they spread.
The responsibility that is formed is not only for the existing
community members but here is also related to the
responsibility of the Kampung Cyber community manager,
namely that the development and existence of existing
facilities do not have a negative impact on community
order. The formation of an attitude of responsibility is
always integrated in training and community activities. Not
only that, the greetings made between residents also create
aresponsible attitude in using technology and social media.
So that the activeness of citizens is very important in
shaping this responsible attitude.

The third is honest. The emergence of the Society 5.0 era,
apart from prioritizing technology, also demands a
competent and ethical society. Being honest is something
that must be taught in digital citizenship education in this
Kampung Cyber community. Every citizen must ensure the
truth of the news or content posted is important.
Communication ethics that can be used in the digital world
with the concept of "THINK", that before posting
information or news, you must ensure that the information
is correct, does not violate the rules, does not offend and
disturb others. This needs to be done so as not to cause
conflict in the community. The community said that
initially they did not care about what they posted, which led
to conflict between members.

Next is critical thinking and problem solving. Critical
thinking is an ability that must be possessed in the era of
Society 5.0 as it is today and is one of the ethics in the
digital era. Critical thinking behavior is taught to the
Kampung Cyber community through sharing media and
the problems faced. This critical thinking ability indirectly
trains problem-solving skills. So these two competencies
are related to each other. As a village that adopts
technology, of course there will be many problems faced,
therefore the people there are accustomed to being able to
think critically and solve the problems at hand. A critical
mindset will make a person critical of the information
received. Thus, it will shape ethics in society by being
more selective in trusting information. Similar to the
previous competency, this critical thinking and
problem-solving behavior is internalized to the community
through community activities. Apart from that, involving
residents in solving community problems also trains in
problem solving skills.

The fifth is creativity. Digital citizenship education in
Kampung Cyber requires people to be creative in utilizing
existing technology. The Kampung Cyber community is
given the freedom to make various applications and other
things related to technology. This is so as not to limit the
abilities possessed by the community. Not infrequently the
creativity that is created is used en masse in Kampung
Cyber. With the formation of this creativity, it is hoped that
it will be able to form a sense of respect for other people's
work. Currently the Kampung Cyber community has the
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SiWarga application which is used for the purposes of
managing population administration online. This
application has received a good response from the
community because it is very helpful for the community.
Creative things like this are needed in the era of Society 5.0.
According to the local community, So far the Kampung
Cyber community has always encouraged the creativity of
its citizens by holding trainings to create new applications.
Next up is equality. Equality material emphasizes the rights
of each individual. Every individual has the same right and
position in using technology, so that every technology user
must respect the existence of other users and respect their
rights. This puts more emphasis on the use of social media.
So far, people only think about themselves when using
social media. As stated by a teenager in the Kampung
Cyber community, they do not understand how to treat
other users on social media. So the value of equality is
given to the community so that they can respect the rights
of others by making posts that are not offensive, respecting
each other's differences.

Lastly, it’s Local Wisdom. As we all know that each
region has its own local wisdom. Kampung Cyber
Community utilizes existing local wisdom as material and
media in shaping digital ethics. As Koko said, even though
digital development is getting faster, it doesn't mean we
have to abandon existing local wisdom. This could be a
fortress for us to avoid the negative impacts of the digital
era. This is relevant to the formation of digital ethics which
is the focus of digital citizenship education in the Kampung
Cyber community. One of the values used comes from the
Javanese proverb, namely "Ajining diri saka lathi ajining
awak saka tumindak" which means that a person can be
judged by his words and deeds. If someone uses technology
for negative things it will appear that he is not a good
person and vice versa.

One of the uniqueness of digital citizenship education in
Cyber Village in shaping community digital ethics is the
use of local wisdom as a learning medium. One of them is
the use of the Wayang character as a messenger in the
mural image. Mural is one of the arts that is often found in
Indonesia and is one of local wisdom. The definition of a
mural is a large painting made to support architectural
space [20]. Murals are made on the walls of large buildings.
Murals are often used as an alternative medium for street
visual art / street art that serves as a forum to show people's
aspirations through paintings with nuances of criticism,
information, and as a unifying tool between artists and
society. Messages in mural art are conveyed through visual
forms which are full of symbols, signs, the code and
meaning depicted on these characters. Along with the times,
mural art is not only used to decorate spaces and strengthen
architectural figures, but the process is to consider and add
visual elements related to the message content and the
context of the social environment.

Mural art is considered effective in conveying messages
to the wider community because a display that has aesthetic
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value can attract attention. Kampung Cyber is one that uses
mural art to convey educational messages. Almost in every
corner of the Kampung Cyber community, there is mural
art containing educational messages. Here's an example:

Wi RTECKANPOENCIBER (O SSE
opo Ikl ? .

Figure 2. The one example of mural art at Kampng Cyber

The picture above is one of the mural arts taken in one
corner of the Kampung Cyber community. In the picture,
there are four puppet characters named Punokawan who
convey the message that "the modern era must not destroy
and eliminate culture and life, we must think big". The
message conveyed in the mural means that a person may
follow the flow of modernization and technological
advances that occur but still maintain their own culture.
Included in utilizing technology must be in balance with
the environment and one's abilities by upholding existing
norms. In other words, in using technology one must
adhere to applicable digital ethics. Respecting for the rights
of others is the main key in using technology.

If you look deeper, there are a lot of mural arts in the
Kampung Cyber community that can be found. Every
mural that is made has a message, including digital ethics.
This was done by the community manager of Kampung
Cyber because the messages conveyed visually were easier
to receive than verbally. Many murals convey messages
related to digital ethics, such as prohibiting spreading fake
news, stopping bullying and so on. It is hoped that the
many murals in Kampung Cyber can instill digital ethics in
society. Mural art indirectly helps the community in facing
the Society 5.0 era which requires synergy between
technology and society so that people do not lose their role
in the future.

All the basic materials and values above are always
carried out in every activity carried out in the Kampung
Cyber community. Although there are no specific activities
in the formation of digital ethics, the internalization of
basic materials and values that is carried out repeatedly in
everyday life has brought big changes in society. The
existence of the Kampung Cyber community itself is the
first step in the implementation of digital citizenship
education for the people of Kampung Taman. In addition,
the learning process is also different when compared to
formal schools. It was said by several residents that the
existence of Antonius Sasongko (Koko) was an important
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figure in the formation of digital ethics there. The
community views koko as a learning process in itself. What
Koko did became their basis for acting, especially in using
technology. So if you look at the condition of the people in
Kampung Taman, a lot has changed since the existence of
the Kampung Cyber community. Now people's lives can be
better by utilizing existing technology and they are aware
of the importance of ethics in using social media.

So from the above discussion we can discuss that the
formation of the Kampung Cyber community is an effort to
implement digital citizenship education in society,
especially the formation of ethics. If we look at the
Kampung Cyber community, the process of forming digital
ethics uses a social learning theory model. Social learning
theory is also known as observational learning (Modeling)
developed by Albert Bandura, so it is a relatively new
learning theory. According to Bandura, social learning
occurs through imitation and presentation of examples of
behavior in the environment (modeling). The application of
digital citizenship education in shaping ethics for the
people of Kampung Taman adopts this social learning
theory. There is the character Atonius Sasongko (Koko) as
a role model for the behavior of the people there. As stated
by Bandura, People who come into contact with a person
regularly limit the types of behavior that will be observed
repeatedly and therefore studied with great care [21]. So
that the more often people interact with the models they
observe, the more carefully they will imitate this behavior.
The pattern of behavior shown by a model will determine
the Kampung Cyber community in shaping the digital
ethics of society. People in the use of technology and social
media imitate the behavior of the model they observe,
namely Antonius Sasongko (Koko). A big change occurred
in the behavior of the people in Kampung Taman after the
existence of the Kampung Cyber community, such as
reduced post content that creates conflict, public awareness
to use technology wisely, respects the existence of other
users and the formation of digital ethical competences in
society.

Albert Bandura said that the environment also influences
the learning process / social modeling. Behavior partly
creates environment and environmental consequences, in
turn influence behavior. In this two-way causal process, the

environment is as influential as the behavior it controls [21].

The Kampung Cyber community strives to create an
environment that encourages the formation of digital
ethical competences for the community. The existence of
strong ties and community participation in Kampung
Cyber community activities encourages the successful
implementation of digital citizenship education, especially
in the formation of ethics. This implies that the social
capital in the Kampung Cyber community affects the
digital citizenship education process, especially in shaping
ethics. Social capital is a series of informal norms that are
shared among members of an interrelated community
group, which are based on the values of beliefs, norms and
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social networks [22]. Where digital citizenship education
in the Kampung Cyber community begins with the
agreement of prevailing norms and mutual trust and citizen
involvement which ultimately creates strong bonds in
society that encourage the successful formation of ethics
there. Until now, the implementation of digital citizenship
education in shaping ethics in Kampung Cyber Community
has become a role model for other regions. So it's no
wonder the existence of the Kampung Cyber community
accelerates the digitization process so that it can form ideal
and ethical digital citizenship in Society 5.0.So that the
existence of the Kampung Cyber community is recognized
by the community, academics, and the government.

Viewed from the perspective of civic education, the
emergence of the Kampung Cyber community as a forum
for education in society is included in the socio-cultural
domain. This is in line with what Winataputra expressed
that Civics is a scientific structure that has a systemic
paradigm in which there are three domains [23]. First, the
academic realm, which is a scientific study program
implemented by the Civics academic community using
scientific research approaches and methods to solve
conceptual and operational problems. Second, the
curricular realm, where the concepts and practices of
Civics in the world of formal and non-formal education.
Third, the socio-cultural realm, the concept and practice of
Citizenship Education as a vehicle for self-actualization of
citizens in society. The three of them have structural and
functional relationships that are bound by the civic virtues
and civic culture which include civic knowledge, civic
disposition, civic skills, civic trust, civic commitment, and
civic competence.

Citizenship education as a socio-cultural domain is a
citizenship movement that acts as a vehicle for
self-actualization of citizens both individually and in
groups according to their rights, obligations and
socio-cultural context through active and responsible
participation. So that the Kampung Cyber community as a
subject in this study is a form of actualization of the social
and cultural community movement which provides space
for the residents of Kampung Taman to learn together to
help create a community 5. 0, namely people who take
advantage of sophistication. information technology wisely
and ethically. The Kampung Cyber community is present
in the community to build digital ethics that every
technology user must have. So that the existence of the
Kampung Cyber community is important for the
development of civic education, especially in the
socio-cultural domain.

4. Conclusions

Digital citizenship education is needed in the Society 5.0
era. Education has an important role in shaping individuals
to become good and ethical digital citizens. The good and
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ethical digital citizens can be seen by three aspects. They
know the values and norms in using technology
appropriately and effectively, having digital awareness,
and understanding digital rights and responsibility.

From this research, the researchers found that the
emergence of a digital community such as Kampung Cyber
proves that forming a digital ethic does not have to be
through formal education in schools. Communities that
were formed on community initiatives turned out to be
more effective in shaping digital ethics in the Society 5.0

era. Every existing norms become a bulwark from deviance.

The continuous internalization of values is able to form
new habits in using technology and the internet. The
existence of key figures who become role models for the
community becomes their benchmark in using technology
and the internet. So here the social capital in the Kampung
Cyber community has a big influence in the formation of
etuka there. So do not be surprised if the Kampung Cyber
community can be a role model in implementing digital
citizenship education in society, especially in the formation
of ethics. This is relevant to the principles of the Society
5.0 era, namely the balance between environment and
technology. The emergence of the Kampung Cyber
community can develop civic education, especially in the
socio-cultural realm. The existence of key figures who
become role models for the community becomes their
benchmark in using technology and the internet. So here
the social capital in the Kampung Cyber community has a
big influence in the formation of etuka there. So do not be
surprised if the Kampung Cyber community can be a role
model in implementing digital citizenship education in
society, especially in the formation of ethics. This is
relevant to the principles of the Society 5.0 era, namely the
balance between environment and technology. The
emergence of the Kampung Cyber community can develop
civic education, especially in the socio-cultural domain.
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