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Abstract Since Galois rings are the generalization of Galois fields, the question we tried to answer is: How to move from
the discrete logarithm in Galois fields to the one in Galois rings? That concept of the discrete logarithm in Galois rings is a
little bit different from the one in Galois fields. Here, the discrete logarithm of an element is the tuple, which is not the case in
Galois fields. However, thanks to the multiplicative representation of elements in Galois rings, each element o can be
uniquely represented in the form: a = (#0-#1.»%k-1): where k is a nonnegative integer, ¢ is a generator of the Galois ring
(the definition of a generator in a Galois ring will be given later o n). Then the tuple (xq, 21, - -+ ,2—1) will be c alled: the
discrete logarithm of . The notion of generators in Galois rings comes from the one in the group theory. The Knowledge of
the generators in multiplicative groups (Z/pZ)" allows, as well to determine the generators in Galois rings G R(p*, m); p is
a prime number and m is a nonnegative integer greater than or equal to two. These new concepts of discrete logarithm and
generators in Galois rings will help to securely share common information and to perform ElGamal encryption in Galois
rings.
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1 Introduction

The ElGamal encryption is an asymmetric scheme like RSA. It was invented by Taher ElGamal in 1984 and it is generally
based on discrete logarithm in finite groups [7]]. To build that encryption, one has to find a finite group in which it is not easy
to solve the discrete logarithm problem.

More often, people work with extensions of Galois fields Fj,(£) = Fpm, where £ is a primitive element of F,; (see [6]).
That is just because they want to increase the number of elements in the fields of characteristic p. For instance the field
Z,, (stands for Z/pZ) has only p elements whereas the field Z,(§) has p™ elements. £ is the primitive root of the minimal
polynomial of degree m and with coefficients in Z,,. See [[1] for details. One could just take the ring Z,~ because it also has
p" elements. But the problem is that it has no strucure of a field. That is why it is needed to work with field extensions of Z,
in order to performed ELGamal encryptions and to have the same number of elements (p" in this case).

In this paper, we present a new idea on how it is possible to stay in the ring Z,~ with no field structure on it and to still
have the right to perform ElGamal encryptions as well. That is mainly because the ring Z,~ and its extensions (with respect
to B-polynomials) have a structure of Galois rings.

Galois rings are the generalisation of the finite fields [[1]], in the sense that they are built from the field Z,,. They are denoted
by GR(p*,m). To construct a Galois ring GR(p", m), one can move from Z, to Z,x, which is the Galois ring GR(p*, 1),
where k is a nonnegative integer. The extensions of Galois rings are constructed using B-polynomials P of degree m. B-
polynomials are irreducible and unitary polynomials with coefficients in Z,x. One can use the Hensel lemma to have such
polynomials.

It is worth while to recall that, in a multiplicative (or additive) cyclic group G generated by an element g, any element h
in G is a power of g. For more details in finite groups, see [§]].

Thatis h = ¢g” forsome « € {0,1,---,| G | —1}. Such a z is called the discrete logarithm of 4 in basis g.

For instance in Z%, where 3 is a generator (since 1 = 3°, 2 =32, 3 = 3! 4 = 32%),

2 is the discrete logarithm of 4 in basis 3: log4(4) = 2. Likewise 3 is the discrete logarithm of 2 in basis 3: logs(2) = 3.
Even in field extensions F, (&) & Fpm = {0,&,€2,--- ,€P"~1}, where m is the degree of the extension, the finite groups
F, (&) are generated by &. [9]
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The security of ElGamal encryption schemes rely on p: for a good security, p has to be of around 1024 bits [2]. And we
claim that the security has to be better when m is larger enough.

In Galois rings, the multiplicative representation of elements allows to define the notion of discrete logarithm. Neverthe-
less, before that definition, Galois ring theory has to be briefly recalled. In this work, p is a prime number; &k, m are positive
integers greater than or equal to 2.

1.1 Basis irreducible polynomials

Lemma 1.2. Factorization in Z,[X] [5)]:

Let p be a prime number and k an integer, k > 2.

Let P be a unitary polynomial with coefficients in Z,, and such that

P = QR mod p, where Q, R € Z,|X] are two unitary and coprine polynomials.

Then there exists a unique couple (Q(k)7 R(k)) of unitary and coprime polynomials in Z,. [ X| such that:

1. P=QWRK
2. Q™ =@ mod pand R® =R mod p.

Moreover Q%) and Q have the same degree.
Likewise, R*) and R have the same degree.

Definition 1.3. Let Q) and R be two polynomials with coefficients in Z, such that :

X" —1=Q(X)R(X) where n and p are coprime.

A Hensel lifting of order k of polynomial Q is the polynomial Q™) in the couple (Q(k)7 R¥)) in the previous lemma.
When @ is irreducible and primitive, its Hensel lifting are called B-polynomials. B stands for basic (in basic polynomial).

Proposition 1.4. [5)]

Let Q € Z5[X] a factor of X*"~1 — 1.

Let Q'F) € Zoi[X] be its Hensel lifted of order k.

Set Q%) = P(X) — I(X), where P contains even degree polynomials and I contains odd degree polynomials.
Then:

QUHI(X?) = £ (P*(X) - I*(X)).
Computations are performed in Z,x[X] and signs are chosen in order to make QD) unitary.

Example 1.5.
X - 1=(X+X+ D)X+ X2+ 1)(X - 1).

SetQ=QW =X3+ X241 1€2, [X] and let us compute its Hensel lifting of order 3 using the previous proposition:

P (X)=(X*+1) mod?2, I;(X)=(-X*) mod 2,
(P(X))® = (X*+2X2+1) mod 4, (I,(X))*=X® mod 4.

And
Q¥ (X?) = (X°®—X*-2X?-1) mod4=(X°+3X"+2X?+3) mod 4.

It follows that the Hensel lifting of order 2 of the polynomial () is
QP (X)=(X*+3X?+2X +3) mod 4.
Similarly, to compute Q). it has to be splited into two parts as well.
Py(X) = (3X*+3) mod4, I, = [-(X*+2X)] mod 4.

(P(X))* = (X* +2X% +1) mod 8, ([o(X))? = (X®+4X* +4X?) mod 8.
Then
Q¥ (X?) = (X®+3X*+2X2+7) mod 8.
Which amounts to
Q¥W(X)=(X*+3X?+2X +7) mod 8.
Which is the Hensel lifting of order 3 of the polynomial Q.

X4+ 2X3 +7X? +5X + 1 is the Hensel lifting of (X® + X? +1) (X — 1).
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Example 1.6. Consider the polynomial X3 — 1 € Z3[X].

XP—1=(X*+ X +1)(X - 1).

Set Q = Q' = X2+ X + 1in Z3[X]. As it is done in the previous example,

P (X)=(X?+1) mod2andI,(X)=—-X mod 2
(Pi(X))* = (X*+2X%2+1) mod 4and (I;(X))> = X> mod 4
QP(X?) =(X*+X2+1) mod 4.

Finally
QY(X)=(X*+X+1) mod 4.

2 Galois rings

Definition 2.1. A ring R is said to be a Galois ring if it is unitary, commutative, local and finite.
Example 2.2. Z,. understood as 7.| p*7Z is a Galois ring; where p is a prime number, k a positive integer.

Let & be a root of a basis irreducible polynomial P of degree m > 1.
Z,x [ X]/(P(X)) is the ring extention of Z,. It is also a Galois ring. See [5] for more details.
All the Galois rings are isomorphic to Z,«[X]/(P(X)) and they are denoted by GR(p*, m); where m is the degree of the
B-polynomial.
The equivalence class of X under the equivalence relation R, understood by

(a,b) e R< a=0b mod p,

is denoted by &,

which means that £ = X mod P.

The B-polynomial used to construct an extension of Z,x will always be appointed by P.
Let

X: ZplX]/(P) —  Fpm
o — a+()
X 1s a ring morphism.

Remark 2.3. kerx = (p). Then A/(p) and x(A) are isomorphic; where A = Z,x[X]/(P).
But x(A) = Fpm because x is surjective. So A/(p) and F,m are isomorphic.

Proposition 2.4. With the previous hypotheses, the element ¢ = X mod P has the following properties:
1. P(&)=0;
2. x(&) is a primitive element in Fym;
3. & generates a group of order p'™ — 1.

Let a in GR(p¥, m). a can be expressed in two different ways: additively and multiplicatively.
See [5]] for more details.
Additive representation:

m—1
a=> N A€{0,1,2,--- ,m—1}.

1=0

Multiplicative representation:

k—1

CY:Zl/ipi, Vi €T = {071567"' 7§p _2}'

=0

T is called the Teichmiiller set.
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3 Discrete logarithm in Galois rings

3.1 Discrete logarithm in Z

For all o € Z,x, there exist unique integers 0 < o; < p — 1 such that

k—1

§ i
o = a;p.

=0

It is a representation of « in basis p.

Now we consider p to be an odd prime.

Vi€ {0,1,--- ,k—1}, ifa; # 0, then o; = ¢g”, otherwise, o; = 0. And we represent Oby g~ : 0 =g .
where g is a generator of the multiplicative group Fy, and z; € {0,1,--- ,p — 1}, Vi € {0, 1,--- ,k — 1}.

x; is the discrete logarithm of «; in the basis g, Vi € {0,1,--- ,k — 1}.
k=1 _

« can then be expressed as & = > ¢g”ip’. One can just write o = g@osm1 s Th1)
i=0

Before we can give the definition of the discrete logarithm in a Galois ring Z,,, let us consider the following mapping:

f: Zpkx{—,o,l,u-,p—l}k — Zpk
(o, X) — aX

Vo € Zyk, there is a unique tuple Y = (yo, %1, - , yr—1) such that: o = g¥, where g is a generator of Z,,. Note that:

(") =(97)" =0, Ve e{-,01,---,p—1}.

And
(gx)y = g™ mod (Pfl)’ Y,y € {0’ 1,---,p— 1}.
Therefore ¥ y
VX,Y € {-,0,1,---,p—1}, (¢¥)" = (¢*) .
Definition 3.2. With the previous hypotheses, the tuple (xo,x1,- -+ ,Tr_1) in the expression
k—1 )
a =Y g ip', is the discrete logarithm of « in the basis b = g(LL1),
i=0

To avoid confusion with the discrete logarithm in finite groups,

it will be called the Galois logarithm of « in the basis b = g(1-1 1),
where g is a generator of the finite group Z,,.

Such an element b will be called a generator of the Galois ring Z,.

Notation 3.3. The Galois logarithm of an element o = g(*0-%1>»%k=1) in the basis b is denoted by: log, a and it is equal to
(zo, @1, -+ Tp—1)

The following computations allows to determine generators in Galois rings Z,x:
b o= ghleD
= g+g-p+g P+ kgt

= g(l+p+p*+--+p"1
_ ok

= g<117pp>

_ 1

where % is the inverse of 1 — pin Z .

Example 3.4. The ring Zos is a Galois ring since 25 = 5°. Let us compute the Galois logarithm of 14 € Zos in the basis
b=30D =343 x5=18;
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14=4+42x5=3>+3%x5.

Then

14 =323, And

logys 14 = (2, 3).

If we change the basis and take b = 2(1V), we should have log, 14 = (2, 1).
Indeed b =211 =2 +2 x 5 =12,
14=4+42x5=224+2x5=22D,

So the Galois logarithm of 14 in the Galois ring Zos in the basis 12 is (2,1).

3.5 Discrete logarithm in GR(p*, m)

k=1
Let o € GR(p®,m), thena = > vp®, v; € T.
i=0
And T* = (£) is a group of order p™ — 1 and generated by &.
Therefore for all v € T*, v = £* for a certain z € {0,1,--- ,p™ — 2}.

And 0 will be represented by £~

So the following mappig is a bijection:

¢: GR(*,m) — {-,0,1,---,pm™—2}F
(63 — (.’I)Q,I]_,"' 7xk—1)

Then each element « in the Galois ring G R(p*, m) can be represented by:
o — (f’p)(ﬁfowh“' k1)

Or simply by:

a= f(ro,zl,--~,zk_1)'
Remark 3.6. Forall x,y € {—,0,1,--- ,p™ — 2}, we should have:

(€%)Y = (¢¥)® = gry mod @7 =1),

Note that:
&) = )*=0"=0,Ve e {—,0,1,--- ,p™ —2}.

Definition 3.7. Let X,Y € {—,0,1,--- ,p™ — 2}*,
X = (mOaxlf o 7:L‘k:71)7 Y = (y()ayh' o 7yk71)' Then

Y
(Ep*)" = eo+&p+e2p?+- -+ & 1pht,
where Vi € {0,1,--- ,k— 1}
o - fai=—ory =—
7z mod (p™—1) otherwise

Then the following mapping is well defined.

¢: GR(pkvm) X {_707172a"' 7pm_2}k — GR(pkam)
(o,Y) — a¥

For all (o, Y) € GR(p*, m) x {—,0,1,--- ,p™ — 2}*, there exists a unique X € {—,0,1,2,---,p™ — 2}* such that
Y

(Z)(Oé,Y) =a" = (§X)

Remark 3.8. (%) = (¢¥)%, VX,V € {=,0,1,--- ,p™ — 2}~.

Definition 3.9. With the previous hypotheses, the tuple (zg, 1, - ,Xx—1) in the following representation:
o = @0 2h—1) s the discrete logarithm of o in the basis € in the Galois ring GR(p®, m).
Note that ¢ = €5V Each component x; in the tuple (zo, 21, ,xk—1), different from —, is exactly the discrete loga-

rithm in the multiplicative group F,(§)*, of the corresponding component £** in the tuple (§7°, &%, -+ £¥k-1),
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Notation 3.10. The Galois logarithm of an element o = 0% %k=1) i the Galois ring GR(p*, m) in the basis € is
denoted by log, a.. So log, o = p(«0) = (zg, 1, , Thk—1)-

Remark 3.11. V(zg, 21, - ,25-1) € (—,0,1,--- ,p™ —2),

1,1
) = 5(%@1#“ 79%71).

c@o.@r, - @io1) _ (5(1’1"" J))(zo,zl,..- Th—1) _ (5(90079017“' ’xk71)>(1
Example3.12. a) A=7Zx[X]/(P);p=2k=2and P =X?>+ X + 1.
Let & be a primitive root of Pin A: €2+ & +1=0.

Let o« = 3+ & and B = & be two elements in A.
The question is to find the discrete logarithm of o and (3 in the Galois ring A. The two following tables are needed.

Table 1 : Additive form of the powers of & in Zo2[X]/(X? + X + 1)
£=¢
2=-¢-1=36+3

B3 =32+36=303+3)+3=£6+3+1=1.

Table 2 : x correspondance of the powers of & in Zo2 [ X]/(X? + X + 1)

x(§) = x()
x(€%) =14 x()
x(&%) =1.

The multiplicative representation of o is obtained following these steps:

1) x(a) =1+ x(§) = x(&?).
It is necessary, first of all, to check whether « is already on the multiplicative representation or not. If it is the
case, then there is nothing else to do. Otherwise, do:

2) a—=3+£6-=3+£6-3{—-3=-2{=2¢
3) a = &2 + 2¢ which is the multiplicative form of .
Therefore oo = £V and log. o = (2, 1) Since B is already on the multiplicative form, then
¢ =¢0) andlog & = (1,-).
b) Let A:= Zys[X]/(P); p=2k=3and P = X®+3X?+2X + 7.
Let & be a primitive root of P.
The two following tables will be helpful in establishing the multiplicative representations of elements in the Galois ring A.

The first table will be exclusively used in the additive representation; whereas the second one combined with the first will help
in the multiplicative representation.

Table 3 : Additive form of the powers of € in Zps[X]/(X? +3X2 +2X +7)
£=¢

&=¢

€3 =32 26 -7T=524+6£+1

=53 46624+ =552 +66+1)+662+E=TE+TE+5

=T +T2+56 =T +6£+ 1)+ T2 +56 =22+ TE+7T

6 =203 +72+7¢ =205 +6{+ 1)+ T2 +T7¢=6>+3¢+2

1= +3C+26=5+66+1+3+26=1.
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Table 4 : x correspondance of the powers of € in Zys[X]/ (X3 +3X%2 +2X +7)

X(€%) = x(&?)

X(€%) = x(&%) +1

X(6h) = x(&?) +x(§) +1
X(€%) =x() +1

X(6%) = x(&?) + x(&)
x(€) =1

Leta =3+ 5&and 8 =1+ €% in A. They are given in their additive representation.
To have the multiplicative representation of o, one can follow the following steps:

1) x(a) =14 x(&) = x(£°), by making use of the second table above.
2) a—E =3+56+6824+E+1=0682+66+4=2(32+36+2).

3) Check whether o — £° is already given on a multiplicative representation. In this example it is not the case.
Then set o = 3¢% + 3¢ + 2 and:

x(@) = x(€)+x(&) =x(&°)

o —€8 = 324364+2-€2-3¢—2=2¢
2¢? is a multiplicative representation; then
o _ 56 + 252

4) a=¢6 420" =€ +2(£0 +26%) = €5 + 260 + 2262 = €5 4 266 4 22¢2,
Soa =52 Andlog.a = (5,6,2).

For j3, one has:
1) x(8) = 1+ x(£?) = x(&?).

2) B-B =1+ - =14 -52—-66—1=—-4 -6 =4+ 2¢
The last equality gives the multiplicative representation of 3 — &£3.

3) B=E+482 426 = +26+ 222 =B = B12),
So g =eB:12),
And log.o = (3,1,2).

4 Invertible elements in Galois rings

Lemma 4.1. In the finite ring Z,, n € N, an element is either an invertible or a zero divisor.

Proof. Set A =7,,n>2.Letx € A~ {0}.
the multiplication mapping
my;: A — A
z — xz
is an endomorphism of Abelian groups.
If m,, is surjective, then 1 € m(A).
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So there is y € A such that 1 = zy.

Then z is an invertible element in A.

If m, is not surjective, then m,, is not injective since A is finite.

Therefore ker(m,) # {0}.

So there is z € ker(m,) such that z # 0; which means that 2z = 0.

Then x is a zero divisor in A. O

Proposition 4.2. The invertible elements in Galois rings GR(p*, m) are of the form:
g@osmi s Tho1) ypith g £ —
Proof. Let o = (%10 5-1) ¢ GR(p*, m). Then

a=E"pt o+ P = p (€ T p A 1PN,

is a zero divisor in GR(p*, m). When 2y # — in the tuple (¢, 1, -+ ,2,_1), then a cannot be a zero divisor.
So it is invertible.
For all invertible element ov = £(*0:*1,%k-1) in GR(p*, m), x( has to be different from —. O

5 Discrete logarithm problem in Galois rings

Definition 5.1. Let GR(p*, m) be a Galois ring in which & in a root of the B-polynomial

which generates T*; T is a Teichmiiller set.

The discrete logarithm problem (DLP) in Galois rings is the problem of finding the tuple

(20,1, ,oh_1) € {—,0,1,--- ,p™ — 2}* such that

o = @i zh1) for g given v in GR(pF, m).

In other words, it is the problem of finding the discrete logarithm of a given o in GR(p*, m) in the basis ¢.

It is difficult to compute the discrete logarithm x; of £** in the multiplicative group IF,,(§)*:
knowing as the discrete logarithm problem in finite groups. See [3]
So, moving from additive representations of elements in Galois rings to multiplicative representations is very difficult, since
it is exactly the problem of solving discrete logarithm problem in some multiplicative groups IF,,(§)*; p prime of around 1024
bits. See [4] for more details.

6 Keys exchange

The following key exchange method is based on the Diffie-Hellman key exchange.
Let denoted by G' a Galois ring GR(p*, m); T a Techmiiller set. 7* = (£).

Alice and Bob want to safely share a common key.

Alice chooses a tuple X = (xq, 1, ,2_1)in {—,0,1,---  p™ — 2}k,

X is her private key.

She computes her public key A = ¢X € G, and sends the coordinates (in the additive form) of A: (£%0,£%1 ... ¢¥k-1) to
Bob.

Set (€% )gaich1 = (E70, €71, -+ €5 1) = (i) gcjcp1 = O

(03)g<i<p_q is the additive form of (£¥0, &%, ... [ £7x1),

On his side, Bob does the same. He chooses a tuple Y = (yo, %1, -+ ,yr_1)in {—, 0,1, ,p™ — 2}*.

Y is his private key.

He computes his public key B = ¢ € G, and sends the coordinates (in the additive form) of B: (Y0, €Y1 ... gVk—1) =
(Bi)o<ick_1 = B to Alice.

Therefore Alice and Bob now have the same key K = ¢ Z,
where Z = (20,21, -+, 26—1) € {—,0,1,---  p™ — 2}F,

Explanation:
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When Alice receives 3, she computes 8% = (87%) ., ;-

ﬁX = ((5‘%)%)099—1 = ((gwi)yi)ogigk—l :

vi e {0,1,--- ,k — 1}, x;y; is computed modulo p™ — 1.
(%X is the tuple which represents the coordinates of K.
After receiving Alice’s public key, Bob does exactly the same computations as Alice did.

Y _ Yi
He computes o™ = (" )g<;<p_1-

which is the coordinates of K.

An eavesdropper who sees « and 3 of the additive form, will have difficulties to recover X and Y.
That is because it is an instance of the discrete logarithm problem in Galois rings GR(p*, m).

The same process is also applied in Galois rings Z,x.

Table 1. Diffic Helman key exchange in Galois rings GR(p®, m)

Alice GR(pF,m) Bob
Private key: X ——— X Private key: Y
X=(z0, 21,y xp—1) | € ———— | Y=(yo,¥1,- -, Yk—1)
X X Y Y
() (€))7 = (&) (S

6.1 Example

Example 6.2. Alice and Bob want to use the Galois ring GR(23,2) to share common key.

Alice chooses (5, 6,3) and computes:

A =¢£0:63) — €5 4 266 4 92¢3 and sends to Bob the coordinates of A, (€°, €6, €3) in their additive forms:
(262 +TE+T, €2 + 364+ 2, 5E2 + 66 + 1).

Bob chooses (3,4,6) and computes:
B = £B46) — €3 4 9¢4 4 9266 nd sends to Alice the coordinates of B, (€3,€%,£5) in their additive forms:
(562 + 66 + 1,762+ 7€ +5,£2 4+ 36 + 2).

When Alice receives (562 + 6¢ + 1, 762 + 76 + 5, €2 + 3¢ + 2), she computes
((552 +66+1)°, (T2 +76+5)° (2 43¢ + 2)3),-
which is equal to ({, £3, 54). It is the element 5(1’3*4).

Likewise, When Bob receives (2{2 +TEHT, 2 +36+2, 562 +6¢ + 1), he computes
(e +76+7)° (€ +36+2)", (52 + 66 +1)°);

which is equal to («5, £3, 54).

So their common key is €134,

Example 6.3. Alice and Bob want to use the Galois ring Zss to share common key.

Alice chooses (2, 3) and computes:
A =323 =324 3% x5 =442 x 5= 14 and sends to Bob the coordinates of 14: (3%,3%) in their additive forms: (4,2).

Bob chooses (3,2) and computes:
B =332 =33 132x5=2+4x5 = 22 and sends to Alice the coordinates of 22: (3%, 32) in their additive forms: (2, 4).

When Alice receives (2, 4), she computes (22,43) mod 5;
which is equal to (4,4). It is the element = 4 + 4 x 5 = 24.
Likewise, When Bob receives (4,2), he computes

(43,2%) mod 5 = (4,4);
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which is equal to 4 + 4 x 5 = 24.
So their common key is 24.

7 ElGamal encryption in Galois rings

The concept of ElGamal encryption can be transfered from finite fields F,(¢) to Galois rings G R(p*, m).

Alice (A) and Bob (B) want to use ElGamal encryption in Galois rings.
Public parameters: A Galois ring G R(p*, m); a basis ¢.

1) A chooses a random tuple X, = (g, x1, - ,2p_1)in {—,0,1,---, p™ — 2}* such that zo # —.
X, is the private key of A.

2) A computes K, = ¢X« in GR(p*, m) and broadcasts it.
K, is the public key of A.

3) B wants to send a message M to A.
M is assumed to be an element in GR(p*, m).
B picks a random tuple Y = (yo, 1, - ,Yx—_1) in {—,0,1,--- ,p™ — 2}¥ such that yo # —.
B sends the cipher text C' = [5Y, M- KY } to A in the additive form.
Y is the Bob’s puplic key.

4) A receives C and A can recover the message M because of the following computations:

MY (@) = ) (@)

-1
= M- (X)) ((gxa)y)
= M.
(EX"')Y is invertible since xo # — and 3o # —.
And the second equality holds because (sX a ) Y= (sy) Xa,

Example 7.1. In the Galois ring GR(22,2), €2 + ¢+ 1= 0.
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses X, = (2,1);
2) K, = €20 = 4 2¢;

3) B is about to send a message M1 = & and My =1+ & to A.
B picks a random'Y = (1,2) and sends Cy = [€¥, My - K) | and Cy = [€¥, M - KY ] 10 A.
SY _ 5(1,2) _ g 4 252;
Y _ (eXa\Y _ (¢2 (1.2) _ 42 2
Ky = (&%) =(&+2) 7 =£+2

M- KY =¢(+28)=¢+288=1+2=3,
Then Cy = [¢ + 2¢%,3].

My - KY =(1+8)(€2+26%) =& +282 + & +28 =32 + 3.
Then Cy = [€ + 262,362 + 3].

4) A receives Cy, Cy and computes My - KY - ((fy)xa)71 and M - KY - ((fY)X“)
(g + 252)Xa — (§+ 2&2)(271) _ 52 + 262 — (gY)Xa.
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A computes the inverse a + b€ of (fy)Xa :

1= (€2+2¢2) (a+bg) (14 &) (a+bE)

= a+ (a+ b)¢ + be?

a+ (a+b)E +b(3 + 3¢)

a+3b+ (a+4b)¢

Then a = 0 and b = 3. So the inverse of €2 + 2¢? is 3€.
Finally, the messages were My = 3 x (3£) = &.
And My = (362 +3)(3¢) =83 + ¢ =1+ ¢

Example 7.2. In the Galois ring Z72, choose for example g = 3.
And a generator of Zip2 is b =311 =3+ 3 x 7 =24
Alice (A) and Bob (B) want to use ElGamal encryption.

1) A chooses X, = (4,3);
2) K, =3"3) =34 433 x T=4+46x 7= 46

3) B wants to send a message M = 45 to A.
B picks a random'Y = (2,5) and sends C = [3¥, M - K| 10 A.
3Y =325 =32 135 x7=2+4+5x%x7=3T;
KY = (46)Y =424 65 x7=32433x7=2+6x7=44.

M - KY =45 x 44 mod 49 = 20. Then C' = [37,20].

~1
4) A receives C and computes M - KY - ((by)X")

BN = (3243 x 7)Y =32 4 BT =246xT7=44
A computes the inverse of 44 and finds 39:
Finally, the message was M = 20 x 39 = 45.

8 Conclusion

In this paper, it is explained how one can use Galois rings to perform ElGamal encryption through the concept of the
discrete logarithm and the generators. That encryption is based on the Diffie-Hellman key exchange and it was made possible
thanks to Teichmiiller sets. With such sets, the multiplicative representation of elements in Galois rings (GR(pk , m)) allows
to express each element @ € GR(pF,m) in the form: a = ¢@o:®152k) where (xg,1,--- ,x) is called the discrete
logarithm of o in the basis e = ¢1:1*+1)_ which is a generator of the Galois ring (GR(p*, m)).
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